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1 INTRODUCTION

iQ-WEB is a DICOM compliant Picture Archiving and Communication System (PACS) application which
consists of the following components:

= DICOM protocol server for servicing requests for image storage, query and refrieve, forwarding,
routing, printing images, and DICOM formatted media interchange through import and export
functions.

= Apache HTIP server and PHP scripting engine for presenting a web-based user interface for
browsing and managing database records.

= ImageMagick PHP module responsible for handling pixel data of DICOM images

= An opfional HL7 Message Listener module for receiving and sending HL7 messages via Lower-Level
Transport Protocol (LLTP).

Besides the general DICOM functionality, iQ-WEB comes with a lot of features to optimize working with
image and patient data, such as:

= User account management including user privilege system and user groups
= Extensive routing functionality

= Importing and exporting without DICOM communication

= Checking and resolving duplicate patient ID conflicts

=  Sending DICOM data by email

In addifion, there are several modules provided for iQ-WEB:

= Online DICOM viewer module called iQ-X

= Integrated WADO module called iQ-WEBX WADO

= Viewing module for mobile devices called iQ-WEB2GO

= Interface module for integratfing iQ-VIEW called iQ-VIEW Calll

These modules are bundled together with iQ-WEB and form the product iQ-WEBX.

The User Manual and the Administration Guide of iQ-WEB describe all the features and how to use them
and their functionalities.

This document focuses on functionalities used by the PACS administrators. It uses the iQ-WEB navigation
menu as a guide line and provides special chapters for main administrative tasks and actions like
migration and maintenance. For user specific actions please refer to the User Manual of iQ-WEB.

NOTE:
It is ecommended to read iQ-WEB User Manual document first before reading this document.
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2 SYSTEM REQUIREMENTS

2.1 MINIMUM SERVER REQUIREMENTS

SYSTEM SPECIFICATION REQUIREMENTS
Hardware Processor Intel Multi Core CPU@ > 1.50GHz
Main memory 4 GB RAM
Hard disk 1 GB free disk space for the iQ-WEB installation files,
additional space is needed for image data
Network 100 Mbit/s
Software OS* Windows XP Pro 32bit with SP3,

Windows 7 Pro 32/64bit with SP1,
Windows 8 Pro 32/64bit,
Windows Server 2008 R2,
Windows Server 2012

Data Base Server

MySQL 5.5.x 32/64bit**

*Unsupported OS: Windows 2000, Windows XP Home, Windows VISTA, Windows 7 Home, Windows Server
2003, Windows Server 2008
** Systems with less than 100.000 studies can use 32Bit version of MySQL

2.2 MINIMUM CLIENT REQUIREMENTS

SYSTEM SPECIFICATION REQUIREMENTS
Hardware Processor Intel Multi Core CPU @ >1.00GHz
Main memory 1 GB RAM
Hard disk 100 MB free disk space for iQ-X files,
additional space is needed forimage data
Network 128 Kbit/s for clinical reference
1 Mbit/s for diagnostic purposes
Graphics card Graphics card, resolution of = 1024x768,
True Color mode (24 bit) or at least 8 bit gray output,
any NVidia or ATl graphics card with 2 256 MB RAM
Software (ON Windows XP Pro 32bit with SP3,

Windows 7 Pro 32/64bit with SP1,
Windows 8 Pro 32/64bit,

Intfernet Browser

Microsoft Internet Explorer = 8
Activated JavaScript
Accept and keep Cookies
IE Compatibility View disabled
iQ-X support:

ActiveX plug-in support

Microsoft Internet Explorer 8 (32bit)
No iQ-X support:
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Other well-known browser

e.g. Morzilla Firefox, Google Chrome
iQ-VIEW Call support:

iQ-VIEW 2.7

Microsoft Internet Explorer = 8

Other well-known browser,

e.g. Google Chrome, except Morzilla Firefox
iQ-WEB2GO:

Android 24.x or iOS 25.x device

2.3 RECOMMENDED SERVER REQUIREMENTS

SYSTEM SPECIFICATION REQUIREMENTS
Hardware Processor Intel Multi Core CPU@ 2.00GHz
Main memory 16 GB RAM
Hard disk 1 GB free disk space for the iQ-WEB installation files,
additional space is needed forimage data
Network 1 Gbit/s
Software oS Windows Server 2008 R2,

Windows Server 2012

Data Base Server

MySQL 5.5.30 é4bit

2.4 RECOMMENDED CLIENT REQUIREMENTS

SYSTEM SPECIFICATION REQUIREMENTS
Hardware Processor Intel Multi Core CPU @ 1.80GHz
Main memory 4 GB RAM
Hard disk 100 MB free disk space for iQ-X files,
additional space is needed for image data
Network 1 Gbit/s
Graphics card Graphics card, resolution of = 1024x768,
True Color mode (24 bit) or at least 8 bit gray output,
any NVidia or ATl graphics card with 2 256 MB RAM
Software (0N Windows 7 Pro 32/64bit with SP1,

Windows 8 Pro 32/64bit

Intfernet Browser

Microsoft Internet Explorer 210 (Desktop Edition)
Activated JavaScript
Accept and keep Cookies
Compatibility View disabled
iQ-X support:
ActiveX plug-in support
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Microsoft Internet Explorer 8, 9, 10,11 (32bit)
No iQ-X support:

Other well-known browser,

e.g. Moizilla Firefox, Google Chrome
iQ-VIEW Call support:

iQ-View 2.7 or later

Microsoft Internet Explorer 8, 9, 10, 11(32bit)

Other well-known browser,

e.g. Google Chrome, except Mozilla Firefox
iQ-WEB2GO:

Android > 4.x or iOS = 6.x device

NOTE:
The actual amount of needed storage capacity depends on many factors. To determine the
appropriate size of your PACS, you can visit http://www.pacscalculator.com

NOTE:
Please refer to the corresponding Administration Guide documents of iQ-WEB modules like iQ-X, iQ-
WEB2GO, iQ-WEBX WADO, iQ-WEBX WADO HL7, iQ-WEBX REPORT CONVERTER for detailed requirements.
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3 INTEGRATED MODULES AND INTERFACES

iQ-WEB 6.3.8 is bundled with several integrated modules and interfaces that may be activated
separately by an additional license. This bundle is called iQ-WEBX. Please refer to the table below fo
learn about the versions and/or additional requirements.

MODULE/INTERFACE NAME VERSION/SPECIAL REQUIREMENTS
iQ-WEBX WADO 3.1.0

iQ-X 220

iQ-WEB2GO 1.1.0

iQ-VIEW Call Requires iQ-VIEW 2.7.0 or higher

3.1 IQ-WEBX WADO

iQ-WEBX WADO is a module of iQ-WEBX that provides a web-based interface for RIS/HIS applications to
access DICOM objects in iQ-WEBX. For detailed information, please refer to the iQ-WEBX WADO
Administration Guide.

The Administration Guide is also accessible via the web interface. To open if, go to the "SETTINGS” tab
and navigate to the “WADO” menu item, then open the "HELP” tab and click on “Admin Guide
(WADO)" in the menu bar. Currently, the use of iQ-WEBX WADO does only work with the desktop access
of IQ-WEBX. Using a WADO link in iQ-WEB2GO is not supported. To ensure that iQ-WEBX WADO is able to
work as expected, the Sourceguardian extension name “ixed.5.4ts.win” has to be in the extension folder
of PHP. Please check whether this file exists in the extension folder. The default path can be found in
chapter 7 “Folder structure”.

3.21Q-X

iQ-X is a module of iIQ-WEB that provides an Active-X based DICOM web-viewer with an opfional
REPORT EDITOR capability. For detailed information, please refer to the iQ-X Administration Guide.

The Administration Guide is also accessible via the web interface. To open iQ-X, select a patient/study
and click on the “Show” button, then open the “"HELP” tab and click on “Admin Guide (X)" in the menu
bar.
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3.3 IQ-WEB2GO

iQ-WEB2GO is a module for iQ-WEB that optimizes the web interface for mobile devices. For detailed
information, please refer to the IQ-WEB2GO Administration Guide or User Manual. The documents can
be accessed with the “Help” button in the user interface. To ensure that iIQ-WEB2GO is able to work as
expected, the Sourceguardian extension name “ixed.5.4ts.win” has to be in the extension folder of PHP.
Please check whether this file exists in the extension folder. The default path can be found in chapter 7
“Folder structure”.

3.4 1Q-VIEW CALL

The iQ-VIEW Call is an interface function of iQ-WEB that provides a direct access to iQ-VIEW out of iQ-
WEB. For detailed information about iQ-VIEW, please refer to the iQ-VIEW Administration Guide and User
Manual.

NOTE:
A licensed copy of the product iQ-VIEW is necessary on each client where iQ-VIEW CALL is intended to
be used. The iQ-VIEW CALL interface itself is not licensed separately.
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4 SPECIAL MODULES

Besides iQ-WEB 6.3.8 bundled modules there several special modules and interfaces available. Those
have to be ordered and activated separately. These modules are not part of the bundle iQ-WEBX.
Please refer to the table below to learn about the versions and/or additional requirements.

MODULE/INTERFACE NAME VERSION/SPECIAL REQUIREMENTS
iQ-WEBX WADO HL7 1.2.0, Requires iQ-WEBX WADO 3.1.0
iQ-WEBX REPORT CONVERTER 1.1.0

4.1 IQ-WEBX WADO HL7

The module IQ-WEBX WADO HL7 is an interface for exchanging information between PACS and
EMR/RIS/HIS. The main feature of this product is the fransmission of a specific WADO link to external
systems via a HL7 message. This enables the user to view and work easily with images stored in iQ-WEBX
using an existing HL7 message system.

For detailed information and descripfion of the product please refer to the iIQ-WEBX WADO HL7
administration guide.

NOTE:
iIQ-WEBX WADO 3.1.0 requires at least the version 1.2.0 of iQ-WEBX WADO HL7 and vice versa.

4.2 1Q-WEBX REPORT CONVERTER

iQ-WEBX REPORT CONVERTER is a module for iQ-WEBX that uses a state-of-the-art algorithm to
automatically convert and fransmit DICOM Structured Reports and HL7 text reports between
information systems and iQ-WEBX. This process applies to new reports as well as to corrections and
additions o existing reports. The product has no graphical interface and contains a light HL7 server.
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5 INSTALLING THE SOFTWARE

The iQ-WEB 6.3.8 server is shipped in a single installation routine including the iQ-X viewing plugin, the iQ-
WEBX WADO module and the iQ-WEB2GO module. The modules also require a specific configuration
and licensing procedure. (Please refer to 13.4 “Licensing”)

iQ-WEB 6.3.8 requires the following 39-party components before the installation can be performed:

=  MySQL database server (not part of the installation process)

= Microsoft C++ Redistributable Package 2005 SP1 32bit (part of the installation process)
= Microsoft C++ Redistributable Package 2008 SP1 32bit (part of the installation process)
= Microsoft C++ Redistributable Package 2010 SP1 32bit (part of the installation process)
= Microsoft NET Framework 3.5 SP1 32bit (part of the installation process)

The installation package of iQ-WEB contains a copy of the above prerequisite packages to ensure easy
installation procedure except MySQL database server because of MySQL license limitations.

NOTE:
It is mandatory to perform installation of iQ-WEB with full administrative privileges on the local destination
machine.

NOTE:
In case you wish to use newer versions of the 3-party components, IMAGE Information Systems Ltd.
does not give any warranty for a flawless usage with the iQ-WEB server. The installation steps described
in this document may also differ in newer versions or even may cause errors in the installation process.

NOTE:
The MySQL setup is available at the following link http://www.mysql.com/. For bigger installations, it is
recommended to use the 64bit version of the MySQL server to be able to handle fast growing
databases.

NOTE:
It is not recommended to share machine iQ-WEB is installed on with other performance critical
applications to avoid conflicts and performance reduction.

NOTE:
It is mandatory to restart the machine after installation procedure was performed to ensure full
operation state of iIQ-WEB and ifs components.
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5.1 INSTALLATION OF THE MYSQL DATABASE SERVER

The iQ-WEB server requires at least the MySQL database server of the version 5.5 line. IMAGE Information
Systems Ltd. has tested and verified a recommended MySQL community server release. Please refer to
2.3 "Recommended server requirements” for details.

In order to install the MySQL server, execute the installation file. Contfinue at the welcome screen;
proceed with the “typical” setup type and follow the instructions.

5.2 CONFIGURATION OF THE MYSQL DATABASE SERVER

iQ-WEB 6.3.8 requires the InnoDB storage engine as well as the default character set Latin1 for new
tables. In average use cases it is appropriate if the “Standard Configuration” mode is chosen in the
configuration wizard. Confirm the installation as a service and setup a root password fo finish the wizard.
To ensure full compatibility with iQ-WEB please choose “MySQL" as windows service name during MySQL
installation.

NOTE:
IQ-WEB doesn’t support changes in character-set handling of MySQL during operation.

NOTE:
The password for “root” user is important for several administrative tasks so it's important to ensure
availability to administrative personal.

NOTE:

Users might experience a constant delay while accessing any web user interface in case of using iQ-
WEB and its MySQL database on operating systems like Windows 8 and Windows Server 2012. To fix this
issue it is mandatory to edit MySQL server configuration (“my.ini").

Please follow the following steps described in section 18.9.2 “IPvé Compatibility”.

5.3 INSTALLATION OF IQ-WEB

In order to install iIQ-WEB 6.3.8, follow the instructions given by the installation wizard which will guide you
through the installation. In case a migration from previous versions or from another vendor’'s PACS is
planned, please refer to chapter 16 “Migration”.

5.4 CONFIGURATION OF IQ-WEB

After completing the installation, iQ-WEB will automatically open a configuration screen which is divided
into four sections. Each section will be described in the next chapters. Configurations done in the screen
below are essential for a correct iQ-WEB operation and are stored in Windows registry. (For detailed
information please refer to chapter 8 “Registry”.)
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Figure 1 —iQ-WEB Configuration Setup

NOTE:

In case a new installation of IQ-WEB is set up, use the “Install” button to apply the configuration. For an
upgrade of a previous version, use the “Upgrade” button in order to keep your existing database.

5.4.1 DICOM SPECIFIC CONFIGURATION

This section describes all relevant settings for the DICOM communication.

“Application entity title” (AE-Title)

This is the application entity fitle used by iQ-WEB when requesting services from other DICOM
compliant clients or application entfities.

“Server port”

Sets the TCP port number iQ-WEB listens on. To avoid conflicts, make sure there is no other
application listening on the same port entered here and no firewall is blocking incoming and

outgoing connections fo the this port.
“Log file directory”

Directory, where iQ-WEB stores its log files. Make sure that iQ-WEB has writing permissions to this

location.
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5.4.2 MYSQL SPECIFIC CONFIGURATION

This section describes all settings iQ-WEB needs to inferact with the MySQL database.

“Database host”

This field specifies the hostname of the database server. In case the database server uses the same
machine as iQ-WEB, enter “localhost” here.

“Database name”

This is the name of the database where iQ-WEB will store its data.

“Username”

This field specifies the username that is used for internal communication between database and
services.

“Password”

Sets the password for the user mentioned above.

NOTE:

It is important to have the passwords available at any time. They must not be forgotten. Passwords are
necessary to have database access and access fo iIQ-WEB. It is not supported to leave this password

empty.

NOTE:

The MySQL user (by default “dicom”) is an internal account that is only used by iQ-WEB for database
access. It cannot be used as a regular user account. If the specified user does not exist, the setup will

prompt you for the password of the MySQL super-user “root” and creates the new MySQL user.

5.4.3 STORAGE SPECIFIC CONFIGURATION

This section describes all settings iQ-WEB offers to store the raw DICOM data after registering them into
the database.

“Default Archive Directory”
Defines the default directory where iQ-WEB will store all ifs received images in case there is no other
definition for the specific application entity title of the requesting client.
"Archive Format”
There are two available formats for storing received images.
=  “DICOM Part 10"
This is the default and recommended format. iQ-WEB will store the data with the header as
defined in DICOM Part 10.
= “Native”
iQ-WEB wiill store the data without the DICOM header data.
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5.4.4 HL7 MESSAGE LISTENER CONFIGURATION

Optionally, the HL7 Message Listener can be enabled to receive and send HL7 messages.

= "HL7 listener port”
Defines the TCP port number the HL7 module uses for the HL7 communication. To avoid conflicts,
make sure there is no other application listening on the same port entered here.

= "HL7 message persistence”
This is the purge interval for the received HL7 messages. All messages will be kept in the database
for the specified time period and automatically deleted afterwards.

5.5 VALIDATE INSTALLATION

To validate successful installation it is recommended to perform the following steps fo verify:

= Please check Windows service conftrol if a service named “Apache” is present and running.

= Please check Windows service control if a service named “iQ-WEBX" is present and running.

= If MySQL database was installed on the same machine as iQ-WEB please check Windows service
conftrolif a service named “MySQL" is present and running.

= Please check Windows Event Viewer application log for any errors occurring with references to one
of the three iQ-WEB relevant services.

= Please open Internet Explorer on the machine and open the URL [PROTOCOL]://localhost:[PORT]
Where [PROTOCOL] equals “hitp” or “https” and [PORT] equals the corresponding network port
chosen during installation. (e.g. http://localhost:80, hitps://localhost:443)

= Please follow the "Here" link to the iQ-WEB login area and login to the inferface with the MySQL
credentials of the user "“root”.

= Please navigate to the Tools >Today’s Log tab page and check the content of the displayed log
for any errors occurring.
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6 UNINSTALLING THE SOFTWARE

To uninstall iIQ-WEB, execute the sefup again or use the “Programs and Features” menu of Windows and
follow the instructions of the wizard.

NOTE:
All files that are created or changed during the runtime process of iQ-WEB will not be deleted. This
includes image data, log files and license information as well as database tables. These data have to
be deleted manually.

NOTE:
To uninstall MySQL follow the steps provided in the uninstallation package of MySQL.
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7 FOLDER STRUCTURE

This chapter lists all folders created during the installation process of iQ-WEB that might be important to

administrators.

FOLDER

DESCRIPTION

...\[IQ-WEB installation folder]

iQ-WEB application root folder (by default: iQ-WEBX)

.. \IQ-WEBX\ Apache\

Contains the Apache web server files

.. \IQ-WEBX\ Apache\conf

Contains the Apache web server configuration file "httpd.conf”

..\IQ-WEBX\ Apache\htdocs

Contains the index.html and the login splash screen

.. \IQ-WEBX\Apache\logs

Contains the Apache web server log files

... \iQ-WEBX\PACS\

Contains the iQ-WEB binaries and the license files of iQ-WEB

.. \IQ-WEBX\PACS\import

Default directory for imported studies

.. \IQ-WEBX\PACS\export

Default directory for exported studies

...\IQ-WEBX\PACS\FailedLogin

Contains files that store information about failed login attempts

..\iQ-WEBX\PACS\php

Contains the iQ-WEB php files that are necessary to build up the
web part and the license files of iIQ-WEBX WADO, iQ-WEBX2GO

..\IQ-WEBX\PACS\php\_css

Contains the CSS files for iQ-WEB

..\IQ-WEBX\PACS\php\_img

Contains the images files used in iIQ-WEB

..\IQ-WEBX\PACS\php\antispam

Contains the temporarily generated antispoam-code images

..\IQ-WEBX\PACS\php\doc

Contains the user documentation

..\IQ-WEBX\PACS\php\download

Contains all generated download packages of iQ-WEB

.. \IQ-WEBX\PACS\php\images

Contains all full size images used iIQ-WEB

..\IQ-WEBX\PACS\php\
igcallinstallations

Contains all generated registry files for configuring iQ-VIEW Call

. \IQ-WEBX\PACS\php\iQ-X

Contains all iQ-X related files

..\IQ-WEBX\PACS\php\thumbnails

Default directory for thumbnails of iQ-WEB used in iQ-X

..\IQ-WEBX\PACS\php\locale

Contains all franslation files for iQ-WEB

..\IQ-WEBX\PACS\php\transcript

Contains all generated Word documents generated by
franscription feature

..\IQ-WEBX\PACS\php\upload

Contains all uploaded data of iQ-WEB

..\IQ-WEBX\PACS\log

Contains all log files created by iQ-WEB

...\IQ-WEBX\PHP

Contains binaries of the PHP extension and the configuration file
“php.ini”

.. \IQ-WEBX\PHP\ext

Contains all extension files for the PHP module

.. \IQ-WEBX\Language

Contains bundled and one custom franslation projects

_\IQ-WEBX\WWW_TMP

Contains webserver sessions during runtime

NOTE:

It is not recommended to store the archive or the database files in the same folder as iQ-WEB to avoid

multiple folder accesses from the different applications.
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8 REGISTRY STRUCTURE

This chapter lists all registry keys created during the installation process of iQ-WEB that might be
important to administrators. The following list contains key paths in relation to the following base paths:

= [LM_SOFTWARE]

“HKEY_LOCAL_MACHINE\SOFTWARE\[Wowé432Node]"”

(Wowé6432Node is only present on é4bit systems)
= [LM_SYSTEM]

“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet”

KEY

DESCRIPTION

[LM_SOFTWARE]
\IMAGE Information Systems Ltd \iQ-WEBX\[AE-Title]

Basic registry configuration for iQ-WEB where [AE-Title]
is replaced by the current iQ-WEB AE-Title.

[LM_SOFTWARE]\ImageMagick

Configuration of module for image compression and
decompression

[LM_SYSTEM]\services\Apache

Windows Service Configuration of Apache web
server

[LM_SYSTEM]\services\iQ-WEBX

Windows Service Configuration of iQ-WEB DICOM
and HL7 server
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9 CORE CONFIGURATION

iQ-WEB comes with three components that are necessary to run properly: Apache HTTP Server, PHP and
MySQL.

The next sections will describe some of their basic settings for these components. In addition to that
basic settings for the database system will be described.

9.1 APACHE HTTP SERVER

Apache HTTP Server is a core component of iQ-WEB that is responsible for answering all HTTP requests
from the web browsers used by clients. Its configuration file *httpd.conf” can be found under “[IQWEB
installation folder]\Apache\conf\". The following basic settings are essential for iQ-WEB:

= ‘Listen”
This parameter makes it possible to bind the service to a specific port. During the installation the
value will be set to the default port 80 or to 443 if a connection via SSL is desired.

= “"LoadModule”
This parameter is needed to load modules to extend the default functionality of the web server. iQ-
WEB comes with a set of loaded modules, the most important one is PHP using the
“"phpSapache2_4.dll".

The configuration file has fo be without syntax errors. Otherwise the service will be unable fo start.
For a detailed description of every setting, please check the documentation of the official site
“http://httpd.apache.org/".

NOTE:
Apache HTIP Server has to be restarted in order to adopt changes made in the configuration.
This can either be achieved via Windows Service-Control, Apache Monitor Software or
iQ-WEB interface. (Chapter 13.3 “System”)
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9.1.1 SSL INTEGRATION

Due to growing security requirements to web based applications iQ-WEB provides a mechanism fo
protect communication between client browsers and server using SSL fechnology (Secure Sockets
Layer). This is a common method to encrypt traffic of web application to avoid unintended access to
data. To accomplish this capability iQ-WEB requires the OpenSSL module of the Apache web server. iQ-
WEB is using the OpenSSL version 0.9.8y.

For detailed reference please refer to following sources:

= hitps://www.openssl.org/

= hitp://httpd.apache.org/docs/2.4/mod/mod_ssl.html.

To use SSL encryption a SSL certificate is mandatory. iQ-WEB offers the usage of two certificate types:
= Self-signed SSL certificates
= SSL certificates created by official certificate authorities (e.g. Verisign)

NOTE:
Self-signed SSL certificates only provide limited security in comparison to SSL certificates created by
official certificate authorities.

This section explains general configuration process in order to be able to use SSL encryption.

9.1.1.1 CERTIFICATE GENERATION

In this section only the creation of self-signed is described because certificate authorities use different
certification procedures.

iQ-WEB provides a batch script that helps generating a self-signed certificate. It is located at: “[iQWEB
installation folder]\Apache\create_certificate.bat”. Executing this script in this folder as a user with
administrator access rights will guide the user through the generation process. The following user inputs
are required during this procedure:

Enter the PEM pass phrase twice (password for the private key for your server)

NOTE:
At least 4 characters are required (at most 20 characters)!

= Enter your Country Name, e.g. “US"

= Enter your State or Providence Name, e.g. “New York”

= Enter the Location Name, e.g. “New York City”

= Enter your Organization Name, e.g. “Your Company”

= Enter the Organizational Unit Name, e.g. “IT Department”
= Enter the Common Name, e.g. “PACS”

NOTE:
The “Common Name” must match with the computer’s name that will be used for accessing the web
interface of iIQ-WEB, e.g. "PACS" or its IP address. If you are using a dynamic DNS service, like DynDNS,
use the registered DNS name, e.g. “host.dyndns.org”.
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= Enter your email address

= Optional: Enter a challenge password

= Optional: Enter an optional company name

= Re-enter the PEM pass phrase you entered at the beginning

= Once the certificate creation process has been finished successfully, you will find all necessary files
within the folder "[iQWEB installation folder]\Apache\conf\ssI\".

NOTE:
Self-signed certificates generated with this script are valid for 365 days. You may edit
“create_certificate.bat” file in order to increase the number of days.

NOTE:
iQ-WEB installer provides an option to prepare SSL configuration and run the “create_certificate.bat”
directly after installing iQ-WEB for the first time.

9.1.1.2 SSL CONFIGURATION

In order to apply the created or provided certificates as well as setting up the SSL support, some
modifications in the Apache configuration file “httpd.conf” are necessary. Please open this file, which
should be located at: “[iIQWEB installation folder]\Apache\conf\". To configure SSL please proceed
with the following checklist when editing the configuration file:

= Locate string "Define USE_SSL" in file and remove all “#" characters in front of it.

Define USE SSL
#Define USE_SSL_ONLY

= If you infend to use SSL connection only then also locate string “Define USE_SSL_ONLY" in file and
remove all "#" characters in front of if.

= Locate the following section and change the network port number which you intend to use for SSL
connection to the web server. (Default port is 443)

<IfDefine USE SSL>
Listen 443
</IfDefine>
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= Locate file section beginning with “#SSL Configuration” (e.g. see below)

#SSL Configuration
<IfDefine USE SSL>
LoadModule ssl module "${SRVROOT}/modules/mod ssl.so"
<IfModule ssl module>
SSLRandomSeed startup builtin
SSLRandomSeed connect builtin
AddType application/x-x509-ca-cert .crt
AddType application/x-pkcs7-crl .crl
Mutex default
SSLRandomSeed startup builtin
SSLSessionCache none
<VirtualHost *:443>
ServerName localhost
DocumentRoot "${DOCROOT}"
SSLEngine On
SSLCertificateFile "${SRVROOT}/conf/ssl/iQ-WEB-certificate.crt"
SSLCertificateKeyFile "${SRVROOT}/conf/ssl/iQ-WEB-certificate.key"
</VirtualHost>
</IfModule>
</IfDefine>

= Edit the following bold marked strings to match your intended configuration:

= "“VirfualHost *:443"
Please change the network port number which you intend to use for SSL same as done in
“Listen” clause before.

= “ServerName localhost”
Please replace “localhost” with the name or IP address of your server according to the value
used during the certificate creation (*Common Name”).

= “SSLCertificateFile" ${SRVROOT}/conf/ssl/iQ-WEB-certificate.crt”
“SSLCertificateKeyFile" ${SRVROOT}/conf/ssl/iQ-WEB-cerlificate.key""
Please verify correctness or replace full file path to generated certificate files.

9.1.1.3 ACCESS TO WEB INTERFACE

After restarting the Apache server has finished without error messages, you can use the SSL secured
connection to the web interface of iQ-WEB with a client browser as follows:

https://{Common Name}:443
= Replace {Common Name} with the name you've entered during the certificate creation and the
port you have configured before.

If you get a security warning that there is a problem with the certificate, then:

= You've created a self-signed certfificate, which is possible but then it was not created by a frusted
authority. Nevertheless, the connection will be secure.
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The server name/address in the URL does not match with the value of the "Common Name” that
has been defined during the creation of the certificate.

Unless you change your certificate you will get this message every time you open the browser and
access the web interface of iQ-WEB. But you can permanently install the certificate (on each client) in
order to skip this security warning.

9.2 PHP

PHP extension is a core component of iQ-WEB and an extension of the Apache HTIP Server. If is
responsible for generating the web interface of iIQ-WEB which is then provided to the web browsers
used by clients. Its configuration file php.ini can be found under " [iQWEB installation folder]\PHP\".

“max_execution_time”

This value defines the amount of time a script has, before its execution will be terminated. By default
this is set fo 120 seconds. In case iQ-WEB has to handle a large number of data, it is possible that a
certain script may time out. Increasing this value might solve the issue.

“memory_limit"

This value defines how much memory can be allocated by a single script. By default, this is set to
512 MB. In case iQ-WEB has to handle a large amount of data, it is possible that a certain script may
reach the memory limit. Increasing this value might solve the issue.

"upload_max_filesize”

This value defines the maximum size for uploaded files. In case large files have to be uploaded, this
value has to be increased.

"post_max_size"

This value defines the maximum size for post data. It has to be equal to or larger than the
upload_max_filesize value. In case large files have to be uploaded, this value has to be increased.
“extension”

This parameter is needed to load extensions into PHP. During the installation, all extensions needed
by iQ-WEB are activated. Note that iQ-WEB requires the “php_mysqgli.dll” extension that does not
work with the “php_mysql.dll”.

For a detailed description of the seftings in PHP configuration, please refer the documentation of the
official site "http://www.php.net/docs.php™.

NOTE:
Apache HTTP Server has to be restarted in order to adopt changes in configuration.
This can either be achieved via Windows Service-Control, Apache Monitor Software or
iQ-WEB interface. (Refer to section 13.3 “System”)
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9.3 MYSQL

In some use cases it might be necessary that the configuration of the MySQL database installation that

iQ-WEB relies on has fo be modified. This especially occurs in use cases where either a high volume
data or a high number of simultaneous user accesses are expected during operations.
The configuration file “my.ini" can be usually found under “[MySQL installation folder]”.

= "max_connections”

of

This parameter specifies the maximum amount of concurrent sessions the MySQL server will allow.
One of these connections will be reserved for a user with SUPER privileges to allow the administrator

to login even if the connection limit has been reached.
= ‘“innodb_buffer_pool_size"

This parameter specifies the size of the buffer pool used by InnoDB to cache both indexes and row
data. The higher you set this the fewer disk I/O is needed to access data in tables. Only on a
dedicated database server you may set this parameter up to 80% of the machine’s physical
memory size. When running other applications like Apache HTIP Server and iQ-WEB, reserved
memory should be shared equally. Do not set it too high, though, because competition of the
physical memory may cause paging in the operating system. Note that on 32bit systems you might

be limited to 2-3.5G of user level memory per process, so do not set it too high.

MySQL is a 3d-party prerequisite for iQ-WEB. So the above adjustments have to be made manually for
each installation and are not done automatically during iQ-WEB installation process. For a detailed
description of the settings in the MySQL configuration, please refer to the documentation of the official

site “http://dev.mysgl.com/doc/#manual”.

NOTE:
MySQL Server has to be restarted in order to adopt changes in configuration.
This can either be achieved via Windows Service-Control or iQ-WEB interface. (Refer to Section 13.3
“System”)
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10 LICENSING
10.1 LICENSING SYSTEM

iQ-WEB offers three different types of licenses:

= Time limited evaluation version (Trial license)
= Demonstration version (Demo license)

= Fulllicense

The evaluation version of IQ-WEB is available as a free download at http://www.image-systems.biz for
evaluation purposes. It is automatically generated after the installation, runs for 30 days. This version is
limited to a maximum number of 5 connected DICOM stations and a maximum number of 1,000,000
images that can be stored in the database. The IQ-WEB application will not accept any DICOM
communication when the license has expired or if the DICOM stations and/or image number has been
exceeded. The evaluation version also includes a 30 days limited license of iQ-X viewer module and ifs
REPORT EDITOR.

NOTE:
An evaluation (frial) license is limited to 1,000,000 images and 5 AE-Titles. The higher the number of
images, the lower the performance might be. To avoid such performance issues, the amount of images
a frial version holds should be kept low.

A demonstration version of iQ-WEB can be ordered. It is not for sale and is only handed out fo
distributors and resellers. The demonstration version is limited in time (1 year). The demonstration version
also includes a 30 days limited license of iQ-X viewer module and its REPORT EDITOR.

The full license is available in several module configurations as shown in following table. This version is not
limited in time.

LICENSE MODULE/ FEATURES
iQ-WEB Core iQ-X iQ-WEB2GO | iQ-WEBX
EASYWEB iQ-X | QX WADO
REPORT
(No. of AE-Titles) (WEBLICENSE) EDITOR
iQ-WEB 2 2 v %12 x1.2 x1.3 x1.3
iQ-WEB 5 5 v x1.2 x1.2 %13 x1.3
iQ-WEB 10 10 v x12 x1.2 x1.3 x13
iQ-WEBX 2 2 v V2 1.2 x1.3 x13
iQ-WEBX 5 5 v V2 %12 x1.3 x1.3
iQ-WEBX 10 10 v V2 V2 V3 x1.3
iQ-WEBX 20 20 v V2 V2 V3 x1.3
iQ-WEBX unlimited | unlimited v V2 V2 V3 x13

1 — Noft included, but can be ordered separately, 2 — Concurrent licensing possible, 3 — No generated trial license
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Evaluation licenses for the modules iQ-WEB2GO and iQ-WEBX WADO are not generated automatically.
All licenses are limited to the machine where the product is installed on. Please contact your local
distributor or license@image-systems.biz for ordering a license or further up-to-date license information.

10.2 ACTIVATING THE SOFTWARE

Please refer to section 13.4 “Licensing” to get information about how to activate iQ-WEB after receiving
a license for iQ-WEB and/or its modules.

10.3 LICENSE MIGRATION

For a migration of the license a complete new installation is necessary. Before planning migration of iQ-
WEB please contact your local distributor or license@image-systems.biz for generating a new license
and further instructions.

NOTE:
Generating a new license is NOT free of charge.
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11 MAINTENANCE

Although iIQ-WEB was designed to work as PACS with few manual interventions there a few
maintenance task that administrative personal has to perform to ensure performance and reliability of
the product and consistency of the data. These manual maintenance tasks are:

= Delete following temporary files that can be left during irregular operations of iQ-WEB
= Anfispam image files
Due to high number of simultaneous accesses to the iQ-WEB web interface it is possible that the
iQ-WEB installation sub folder ... \iQ-WEBX\PACS\php\antispam contain “*jog” image files pile
up as left overs. Deleting such files regularly in time periods where no users are logged in the
system helps saving disk resources.

= Temporary image & data files of iQ-WEB

Due to high number of simultaneous accesses to the iQ-WEB web interface it is possible that the
iQ-WEB installation sub folder ...\iQ-WEBX\PACS\php\images contains image files matching
the following name schema as left overs: “temp*.jog”, “temp*.gif”. Deleting such files regularly
in fime periods where no users are logged in the system helps saving disk resources.

In addition, the iIQ-WEB installation sub folder ...\iQ-WEBX\PACS\php\tmp may contain any
files as left overs. Deleting such files regularly in time periods where no users are logged in the
system helps saving disk resources.

= Session files of web server
Due to the session management system of Apache webserver under rare circumstances it is
possible that the iQ-WEB installation sub folder ...\iQ-WEBX\WWW_TMP contains any files that
matches the name pattern “sess_*" as left overs. Deleting such files regularly in time periods
where no users are logged in the system helps saving disk resources.

= Windows temporary files

Due to corrupt DICOM data or insufficient machine resources it is possible that one of the
machine temp folders (...\Windows\Temp or user based %TEMP%) contains files matching the
name pattern “PacsOne*” as left overs. Deleting such files regularly in time periods where no
users are logged in the system helps saving disk resources.

= Delete failed jobs that reached the maximum number of retries and are not continued by the
system. (Please refer to 13.2 “Database maintenance” for detailed instructions.) This reduces clutter
in jobs view and makes recognizing faulty working state of current jolbs much easier.
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= Restart the server machine respecting a regular schedule. (A 48h schedule is recommended.)
This ensures that maximum resources are available o handle higher workloads of iQ-WEB.

= Perform data consistency check provided by iQ-WEB on a regular basis.
= Perform a full data integrity check.
This ensures that the database and stored DICOM data are in a consistent state and no DICOM
data is missing.

= Resolve Duplicate patient ID conflicts.
This ensures that demographic data of patients are consistent and makes integration with other
systems much easier.

= Performing scheduled backups of DICOM data, MySQL database and file system on external
storage systems.
This ensures that in case of a disaster or hardware failure most of the state of iIQ-WEB can be
restored and a minimum number of data are lost. In general the shorter the period of time the
backups are scheduled in, the less data is lost.

= Investigate the following application logs respecting a regular schedule to early recognize signs of
failure.
= Windows Event Viewer application log
= iQ-WEB log files (Please refer to 18.3 “iQ-WEB debugging” for details.)
= Apache log files (Please refer to 18.1 "Webserver debugging” for details.)
= MySQL log files (Please refer to 18.2 "Database debugging” for details.)
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12 VIEWS

This chapter describes all views that are especially provided for administrative purposes or that provide
information of special administrative interest. These views can be accessed via the menu bar of iQ-WEB
after successfully logging in. For detailed information about the log-in process, navigation and user

accessible views please refer to the iQ-WEB user manual.

Go to Database Maintenance page to delete all jobs
My Submitted Job(s):
4 completed job(s). Completed job(s) will be deleted after a period of 24 hours.
Displaying 1-4 of 4 Job{s)
I e e e S e e e
Search
0O 2 root N/A  IntegrityCheck Image aitni: (e [ Immediately N/A 2013-02-08 14:12:00 2013-02-08 14
Image Uid: 2013-02-08 14:12:00 T
O 3 root N/A import study 2013-02-11 15:09:49 Immediately Medium  2013-02-11 15:09:49 2013-02-11 15|
O 4 root N/A IntegrityCheck ImageHeader 2013-03-13 10:45:28 Immediately Low 2013-03-13 10:45:28 2013-03-13 10|
O 5 root N/A export Study test Immediately Low 2013-03-14 16:00:14 2013-03-14 16|
Check All
0 pending or failed job(s). Failed job(s) will be deleted after a period of 24 hours.
Other Administrator Job(s):
I 0 Completed 0 Pending 0 Failed 0 Scheduled Immediately
0 completed job(s). Completed job(s) will be deleted after a period of 24 hours.
Other User's Job(s):
I 0 Completed 0 Pending 0 Failed 0 Scheduled Immediately
0 completed job(s). Completed job(s) will be deleted after a period of 24 hours.

Figure 2 — Job View

The jobs view page in general displays the job status of the currently logged in user. For administrators,

this page shows all jobs including other administrators’ jobs as well. In contrast to normal users who only

have access to jobs they friggered. Jobs can be deleted or retried by clicking the respective button.

The job table contains the following information:

= “ID" - Job ID that is generated automatically by the MySQL database

= "User” - The username that created the database job

= "AE-Title” - AE-Title of the destination

= “Type" - Job type, e.g., ‘Forward’, 'Print’, etc.

= "“Class” - Hierarchy level, e.g., ‘Patient’, ‘Study’, ‘Series’, etc.

= “Unique Identfifier” - Unique ID in the hierarchy level, e.g., Patient ID, Study UID, Series UID, etc.
= “Schedule” - Displays the scheduling of the job

= “Priority” - Shows the priority level of the job

= “SubmitTime” - Timestamp from when the database job is submitted

= “StartTime” - Timestamp from when the database job starts processing

= “FinishTime" - Timestamp from when the database job finishes processing

= “Status” - Success, Failure or percentage value representing the jobs status
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= “Refries” - Displays the number of retries the job already has
= “Details” - Any detailed errors if the database job has failed
= "Reftry Interval” - Displays the interval between the retries

12.2 JOURNAL

The journal view page in general displays the fracked activities performed in an iQ-WEB system. iQ-WEB
automatically logs all user activities intfo the "Journal” database table in a way that meets the HIPAA
auditing requirements.

Today's Activities Yesterday's Activities This Week's Activities This Month's Activities Last Month's Activities All Activities
There is/are 384 event(s) logged.
123456789 10 Next
Display All Displaying 1-10 of 384 Event(s)
oweie s oo 11— e s
. . > ) . From: C:fimages/
2013-02-05 11:11:04 root Import _C:/images/ C:farchive/ To Folder: C:/archive/
2013-02-05 11:12:20 root Show Study 1.3.51.0.7.633010020.633020020425.6339112930 (FE31a0E W TIEH TTETIE, (231
Study Description: Spine
2013-02-05 11:12:30 root Show Stud 1.3.51.0.7.633910020.633920020425.6339112930 AR (8 LI, (Xl
e I . - Study Description: Spine
e Patient Name: Trauma, Poly
2013-02-05 11:25:08 root Show Study 1.3.51.0.7.633910020.633920020425.6339112930 Study Description: Spine
Patient Name: Drainus Rupius
2013-02-05 11:25:42 root Show Study 1.3.12.2.1107.5.8.2.485257.836649.80675156.2006031315554969 Study ID: 14039
Study Description: Skull
2013-02-05 11:26:46 root View Patient 19571003 Patient Name: Trauma, Poly
2013-02-05 11:52:36 root Show Study 1.3.51.0.7.633910020.633820020425.6339112930 Patient Name: Trauma, Poly
Study Description: Spine
Patient Name: Reference Imageq
2013-02-05 11:53:05 root Show Study 0999.199905171156550187000.25 Study ID: 000001
Study Description: TestStudy
2013-02-05 11:53:44 root View Patient 060314 Patient Name: Drainus Rupius
2013-02-05 13:23:54 root View Patient 19571003 Patient Name: Trauma, Poly

Figure 3 — Journal View

The following information will be displayed:

= “Date/Time" - The date and fime when the activity happened

= “"Username” - The name of the user that performed the event

= "“Operation”- The action that the user executed

= ‘Level” - The subject level of this event, e.g. Patient, Study, Series, Image

= ‘“ldentifier” - The unique ID of the item that was involved, e.g. Patient ID, Study UID
= “Details” - Additional information about the activity

NOTE:
Journal entries are translated into the language that is configured when the operation happens. In case
the language has changed, the journal entry will not be translated again.

The journal is structured in the following time-based views:

= "“Today's Activities”

= “Yesterday's Activities”
= "This Week’s Activities”
= “This Month’s Activities”
= “Last Month's Activities”
= "All Activities”
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On the first day of every month, iQ-WEB will purge events that are older than 60 days. To modify this
value, please contact the support team.

12.2.1 AUTOMATIC MONTHLY JOURNAL EMAILS

In case a SMTP server is configured (Refer to section 14.3 “Email”) and an email address for the
administrator has been entered (Refer to section 14.2.3 “Global settings”), iQ-WEB will send an email on
the first day of every month that contains all events of the previous month.
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13 TOOLS

The tools menu item contains a lot of utilities that enhance working with iQ-WEB. They can be accessed
via the menu bar of iQ-WEB after a successful log-in. For detailed information about the log-in process
and navigation please refer to the iQ-WEB user manual. The following sub-sections describe the tools
that are commonly used by administrators.

13.1 AUTOMATIC PURGE STORAGE

This feature allows the administrator to automatically purge older studies by a predefined set of rules or
parameters. This feature is useful if the storage resources are limited on the server on which iQ-WEB is
installed.

13.1.1 GENERAL AUTOMATIC PURGING RULES

Purge Criteria

Purge By: ®) Storage Capacity: Low Watermark percentage: 10 %
High Watermark percentage: 30 %
() study Received Date: Purge study received more than 30 days ago
) Study Acquisition Date: Purge study acquired more than 30 days ago

O all studies Received From This Source AE:

Purge 24-Hour Schedule

Purging Each Day At: ®am OpM

Purge Operations

Study Purge Operation: @ Delete study files
Please Note: Delete operation is not reversible. Please use this feature with caution to prevent unintended data loss.

O Move study files to destination folder:
Please Note: The entered path must be accessible by the iQ-WEB server system. A mapped drive or UNC path may be used here. Make

Patient Purge Operation: [/ pelete patient record after all studies of the patient have been purged.
Please Note: Delete operation is not reversible. Please use this feature with caution to prevent unintended data loss.

Add Automatic Purge Rule |

Figure 4 — General Purging Rule Configuration

Every rule is triggered when a defined event occurs. The criteria that can initiate purging are described
below:

= “Storage Capacity”
= ‘“Low Watermark”
This field is defined in terms of free disk space percentage ranging from 0 to 100. For each
defined archive directory, iQ-WEB will examine the corresponding disk usage information for the
disk where the archive directory is located. If the free disk space percentage is lower than this
defined Low Water Mark, iQ-WEB will start purging older studies on this disk.
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"High Watermark”

This field is defined in terms of free disk space percentage ranging from 0 to 100. The value has
fo be higher than the value defined for the Low Water Mark. When the free disk space
percentage drops below the Low Water Mark, iQ-WEB will start to purge older studies stored in
the corresponding archive directory. iQ-WEB will sort the list of studies stored in this archive
directory by the date the studies were received, with the oldest study on top of the list. iQ-WEB
will purge studies in the sorted list (removing the oldest study first) one at a fime, until the disk
free space percentage rises above the defined High Water Mark. At that point, the automatic
purging operation is complete.

“Date when study was received”

iQ-WEB will purge all older studies that were received more than the defined “n” days ago.

“"Date when study was acquired”

iQ-WEB will purge all studies that have a study date older than the defined “n” days ago.
“Source AE”

All studies that were received from the specified source AE-Title will be purged.

To customize the purging procedure iQ-WEB provides the following options:

“Scheduling”
iQ-WEB will perform automatic purging only on this scheduled hour of the day, and will not perform

another purging for the same rule for the next 24 hours.
"Purge Operations”
Allows users to control purging behavior on the following 2 levels

"Purge Study Operations”

Permanently delete all purged studies from the database and archive storage. The user can
choose to move DICOM data files from archive storage to another location before deletion.
This option makes sure that study data are still accessible, but do not consume any more online
stforage resources. For Windows platforms, any shared network path has to be entered in the
Windows UNC format like \\RemoteHost\RemotePath instead of the mapped drive path such
as Z:\Path

“Purge Patient Operations”

Permanently remove patient data from the iQ-WEB database after purging the last study of a

patient. If disabled, patient data is left in database for further use.

NOTE:

Using the “Move to destination folder” will create the following folder structure after the purging

operation has processed: “[defined purge folder] /[AE-Title of the
studies]/[StudyUID]/[SeriesUID] /images".
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13.1.2 AUTOMATIC PURGING RULES BY DICOM DATA ELEMENT FILTERS

Description:

Purge Criteria

Data Element Tag: [Modality (0x00080060) | matches

Please Note: Wild-Card character ™ is allowed.

Study Age: Delete matching study(ies) if received 100 days befaore.
Purge 24-Hour Schedule
Purging Each Day At: @®am OpM

Purge Operations

Matching studies will be deleted.
Please Note: Delete operation is not reversible. Please use this feature with caution to prevent unintended data loss.

Study Purge Operation:

[V Delete patient record after all studies of the patient have been purged.

Patient Purge Operation:
ge Op Please Note: Delete operation is not reversible. Please use this feature with caution to prevent unintended data loss.

Add Automatic Purge Rule |

Figure 5 — Purging Rules by Data Element Filters

In addition to the general purging procedure users can also define individual DICOM data element
filters with wild card patterns, so that iQ-WEB will automatically purge the matching DICOM studies

based on the user-defined aging period and schedule.

“Description”

This field contains a brief description of the defined filter pattern.

“Data Element Tag”

This field allows the user to choose from the following DICOM tags to build a purging rules logic on:

= Modality (0008,0060)

= |nstitution Name (0008,0080)

= Referring Physician's Name (0008,00%0)

= Study Description (0008,1030)

= Reading Physician’s Name (0008,1060)

= Patient Name (0010,0010)

The Filter Pattern should be entered in the field right next to the “Data Element Tag” field.

This value will be used to matfch against the DICOM studies stored in the iQ-WEB database. In case
the DICOM element contains the “A"character, it has to be entered here as well. Wild card
characters "*" and "2" are supported.

“Study Age”

This field contains the age of the study. The fime period is given as a number of days. iIQ-WEB will
purge any matching DICOM study if the study has been received prior to the defined time period.
The default value is 100 days.

“24-Hour Schedule”

The schedule when iQ-WEB should run the automatic purging by the defined DICOM data element
filtering rule.

“Patient Purge Operation”

If the checkbox is marked, the patient record in the database will be deleted in case all studies of a
patient have been purged.
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13.2 DATABASE MAINTENANCE

This menu contains features that help to maintain the database of iQ-WEB.

13.2.1 INTEGRITY CHECK

Integrity Check

This tool will check the Image table of the iQ-WEB database and verify that all raw DICOM images do exist and are not empty files under the archive directories.

® Check only the DICOM Part-10 File Header (consumes less time and resources)
O Check the entire raw DICOM image file {consumes more time and resources)
[ Run integrity check using 5 threads simultaneously

(This will make the integrity check run faster but will require more memory resources.}

Integrity Check

Figure 6 — Integrity Check

With this feature iQ-WEB will run an internal database integrity check. It will scan the image table of the
database to verify that for each record in the image table the corresponding raw DICOM image file
exists and that it is not empty. iQ-WEB will report any missing, empty or corrupt raw DICOM image file
found by the integrity check. This option might be useful to validate the DICOM data before and after a
migratfion or an upgrade process.

The following options allow users to customize the check procedure:

= “Check only the DICOM Part-10 File Header”
This option will only validate the header information of the DICOM files which makes the check less
fime consuming.

= "Check the entire raw DICOM image file”
This option will check that the image files exist and are not empty or unreadable. This takes more
fime than just checking the header information

= "Using mulfiple threads”
This option will increase the speed of the integrity check by using multiple threads simultaneously.

13.2.2 DELETE ALL PATIENT/IMAGE DATA

Using this feature will delete all patients in the archive and, as a result, all patient-related data and
images will be lost.
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13.2.3 DELETE DATABASE JOBS

This functionality allows the administrator to delete all completed, failed and pending job entries listed
at the job page of iQ-WEB.

NOTE:
All jobs that are deleted may not be friggered again and reoccur. The user may reschedule a job again
manually.

13.3 SYSTEM

On this page, the services as well as service-related options can be managed. In addition, the station
that should use the iQ-VIEW Call can be entered here.

13.3.1 SERVICE MAINTENANCE

In this section iQ-WEB provides status information and control options for all involved services of iQ-WEB.

13.3.1.1 APACHE

Apache 2.4.7 (32bit) is the web server that comes with the installation of iQ-WEB and is responsible for
the presentation of iQ-WEB via the web. For the client/server communication, the PHP 5.4.23 module is
used.

@ Apache {Apache/X.X.X (Win32) PHP/X.X.XX OpenSSL/X.X.XX} Restart

Please Note: When restarting the Apache service the web interface will be unavailable for a few seconds. Additionally, you
will need to log on manually again.

Figure 7 — Apache Service

Clicking on the link next to the service status will open a website that executes the “phpinfo()” function.
This page contains a detailed overview about the current PHP settings, loaded extensions and their
configuration.

= "Restart”
Using this button will restart the Apache web service. This might be necessary in case the
configuration in the “httpd.conf” or "php.ini” has been changed.

NOTE:
In case there are errors in the “httpd.conf” or “php.ini” file, the service will not be able to start. Then,
configuration files have to be edited. Please check chapter 7 “Folder structure” for their location.

NOTE:
The web interface will be unavailable during the restart process. In addition, you might have to log in
again manually.
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13.3.1.2 IQ-WEB

@ iQ-WEB Restart

Please Note: When stopping or restarting the iQ-WEB service, all DICOM
and HL7 communications will be interrupted.

Please make sure that no live connections are established or any
jobs are in progress. By changing the settings in this section, iQ-WEB
will automatically trigger a restart of the service.

Log Level:
Log Level: Debug i

Change Log Level
Patient ID Conflict Resolution:

[ 1anore duplicate patient ID conflicts.

Please Note: If this enabled, iQ-WEB will ignore patient ID conflicts and
will always overwrite the existing patient name with the newly received
entry.

O Reject duplicate patient ID conflicts.

Please Note: If this is enabled, iQ-WEB will reject a newly received
study if there is a Duplicate Patient ID conflict with an existing patient
entry.

| Change PID Handling |

Coercion:

¥ Respond with a warning when a Coercion was triggered during

DICOM transfer.
Change
Update Existing Entries:

W Update existing images when received again.

Please Note: If this is enabled, iQ-WEB will always overwrite existing
data.

O Update Study Received Date when an existing study is received
again.
Please Note: If this is enabled, iQ-WEB will always overwrite existing

study received dates.
Change
AE-Title: PACS

zzr;ber: |1234 |

| Change AE-Title/Port |

Figure 8 —iQ-WEB Service Maintenance

The iQ-WEB core is responsible for the DICOM functionality and provides the files for the web interface.

= “Restart”
Using this button will restart the iQ-WEB service.

= “Start"/"Stop”
Using this button will start or stop the iQ-WEB service. This might be necessary in case one of the
listed configuration options was changed manually or if there are performance issues.

= ‘"lLog Level”
By default the log level is set fo “Information”. Changing it to “Debug” will increase the amount
information that will be written into the log file.
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NOTE:
It is ecommended to set the log level to “debug” for trouble-shooting purposes only due to the fact
that the log file will increase in size very fast.

= “Patient ID Conflict Resolution”
By default, if a duplicate patient IDs is entered to the iQ-WEB database, it will be tagged with an
additional string that contains the Source AE-Title and a date/time stamp when the study was
received. It is also possible to either ignore the duplicate entry, so iIQ-WEB will always overwrite the
existing patient, or to reject the duplicate entry. In this case, iQ-WEB will reject a newly received
study if there is already a study with this patient ID.
Standard duplicate patient ID resolution is described in iQ-WEB user manual.

= "Coercion”
Enabling this option will make iQ-WEB respond with a warning if coercion was friggered.
Coercion mechanism is described in iQ-WEB user manual.

NOTE:
Be aware that there might be DICOM applications that will abort the communication if there is a
warning during the communication.

= “Update Existing Entries”
In this section, overwriting existing studies can be configured in case the same study arrives again.
Furthermore, updating the study receive date every fime the same study is received can be
enabled. This is a default behavior of iQ-WEB to ensure that report and post processing workflows
are applicable.

= “DICOM Network Configuration”
In this section, the DICOM AE-Titles as well as the DICOM port of iQ-WEB can be altered.
iQ-WEB also protocols changes to AE-Titles to be able fo undo them.

13.3.1.3 MYSQL

The MySQL database server stores information for iQ-WEB, such as configurations, jobs, user settings,
DICOM information, but not the DICOM files itself.

= "Restart”
Using this button will restart the MySQL service. This might be necessary in case the configuration file
“my.ini"” has been changed.

NOTE:
IQ-WEB is able to obtain information and confrol one MySQL service instance only if it is installed on the
same machine as the Apache and iQ-WEB service.
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13.3.2 CONFIGURE IQ-VIEW CALL STATIONS

Configure iQ-VIEW-Call Stations
Add the following iQ-VIEW Station:

Full Hostname of iQ-VIEW  [Hostname
Station:

Full path to iQ-VIEW: C:/Program Files (x86)/iQ-VIEW/IQ-VIEW.exe
Station
description/comment:

Add Station

All iQ-VIEW Stations:

Hostname Description Installation file Delete configuration

Figure 9 — Configure iQ-VIEW Call Stations

This section allows configuring stations that should make use of the iIQ-VIEW Call feature. The following
information about the station and its local iIQ-VIEW installation have to be entered.

= The fully qualified hosthame of the client machine
(e.g. "myhostname.mydomain.local”)

= The installation path of iQ-VIEW(including iQ-VIEW.exe) on the client machine
(e.g. "C:/Program Files/iQ-VIEW/iQ-VIEW.exe")

= A description text
(e.g. "Station 17)

By default iQ-WEB assists by filling this form with prefilled values that match the current configuration of
the machine where the web page is being displayed on. So it is recommended to do this configuration
directly atf the client workstation and check the validity of the prefilled values.

If the station’s hostname is not already configured to work with iQ-VIEW Call an *Add Station” button will
appear.

Clicking on the "Add Statfion” button will add the statfion to the iQ-WEB configuration and create a
registration file. This file has to be applied to the client workstation’s registry once. On screen iQ-WEB will
show an instruction how to do so.

In the lower part of the section, all configured stations are listed with the option to download their
associated installation file again. To enable the iQ-VIEW Call feature globally and take the list of iQ-VIEW
Call Stations info account, please refer to section 14.2.3 “Global setftings”.

NOTE:
The iQ-VIEW Call uses the accession number of the studies. In order to work properly, the accession
number should not contain any spaces.

NOTE:

In order to work properly, all kinds of Popup-Blockers of the used web browser have to be disabled at
least for the URL of iQ-WEB. iQ-VIEW Call is tested with Internet Explorer 8-10 and Google Chrome and
IQ-VIEW Version 2.7 and later. Currently it is not possible to perform an iQ-VIEW Call with a Mozilla Firefox
browser.
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13.4 LICENSING

This page lists all modules and license-relevant information for the core and all the modules of iQ-WEB. In
case there are questions about the different licenses, please contact the license department of IMAGE
Information System Ltd.

13.4.1 IQ-WEB
License Information: Core Version: X.X.X
Date of License Installation: XXXX.XX. XX
Expiration Date:
AE-Titles Limit: Unlimited
Used AE-Titles: 3

License Installation:
Select the ‘license.zip' file to
upload:

Install License File |

| Browse...

Figure 10 - License Overview iQ-WEB

This part contains the version of the iIQ-WEB core and, if present, the license installation and expiration
date. Furthermore, it is possible to install a license via the web interface in this section. Before installing a
license, the iQ-WEBX service needs to be stopped and restarted afterwards. This is mandatory for the
license to work properly. To install the license, just browse for the “license.zip” provided by IMAGE
Information Systems Ltd., then use the respective button “Install License File” to upload and apply the
license.

For a manual installation of the license, please unzip the ‘“license.zip”. Copy the “license.dat” and
“license.aes” and paste them info “[iQ-WEB installation folder]\PACS\". After that process, the iQ-WEBX
service has to be restarted. For more information, please refer to section 13.3.1 “Service maintenance”.

For licenses with a limited validity period, an email reminder will be sent fen days before expiration to
the administrator’'s email address. The email will inform the recipient about the expiration of the license.

NOTE:
An evaluation (frial) license is limited to 1,000,000 images and 5 AE-Titles. The higher the number of
images, the lower the performance might be. To avoid such performance issues, the amount of images
a frial version holds should be kept low.

In order to verify whether the license file has been installed correctly, please follow the steps listed
below:

1. Navigate to the Windows Event Viewer and check the section “Application of Windows Logs”.
There has to be an enfry for iIQ-WEB that states “Service started”. In case there is an error entry
stating “Invalid license information or license has expired”, please do the license installation again
or contact the Support team.

2. Visit the website of iQ-WEB and navigate fo Tools & Today's Log. In case there is no entry logged,
please do the license installation again or contact the Support team.

3. Check the Task Manager and look for the process named “iQ-WEBX.exe". If there is no such entry,
please run the license installation again or contact the Support team.
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4. As a final step, send a test study to iQ-WEB via DICOM from another application, assuming both
stafions are configured correctly. In case there is an error during the connection, please do the
license installation again or confact the Support feam.

13.4.2 1Q-X, IQ-WEBX REPORT EDITOR, IQ-WEB LICENSE

Module: iQ-X, iQ-WEB LICENSE, iQ-WEBX REPORT EDITOR

License Information: Module Version: X.X.X.X
Hardware Fingerprint: 2000-XXK
Registered Name: Hans Solo
License: Pro
License Key: AAAAAA-BBBBBB-CCCCCC-DDDDDD-EEEEEE-FFFFFF-GGGGGG-HHHHHH-IIIIII-1111]]
Date of Key Creation: HXXX.XX.XX
Days installed: 356
Days left:

License Installation:
Name to register:

License Key:
I Install License I

License Uninstallation:

| Uninstall License I

Figure 11 - License Overview iQ-X, iQ-WEBX Report Editor, iQ-WEB License

This area displays the version of the iQ-X module and the current hardware fingerprint. In case there is a
valid license installed, the registered name, license type, license key, date of key creation, installed
days and days left unfil expiration will be shown here. Instaling and resetting the license via the web
interface is possible, too.

Enter the registration name and the license key provided by the License team of IMAGE Information
Systems Ltd. and click “Install license”. Licenses that unlock the features of the Report Editor or the

EasyWEB page have to be entered here as well.

For a manual installation of an iQ-X license, the command line tool of Windows has to be used. Execute
the “LicGen.exe” in the “php” folder with the “register” parameter.

For example:
CN\IQWEB\PACS\php\LicGen.exe register

Using this command will open a window where the hardware fingerprint can be found. In addition, the
name and key given by the license department can be entered and applied.

13.4.3 IQ-WEB2GO

Module: iQ-WEB2GO

License Information: Module Version: X.X.X.X (Build: X00000XX / XXX)
License Version: X.X
Date of Key Creation: XXXXXX. XX

Expiration Date:

Never

License Installation:

Select the "'web2go.lic’ file to
upload:

| Install License File

| Browse... |

Figure 12 — License Overview iQ-WEB2GO
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The installed module version number as well as the license version number of iQ-WEB2GO can be found
in this section. Installing the license via web interface is possible. Browse for the license file and use the
“Install License File" button to upload the license.

For a manual installation of the license, copy the "web2go.lic” and paste it into “[iQ-WEB installation
folder]\iQWEB\PACS\php".

13.4.4 IQ-WEBX WADO

Module: iQ-WEBX WADO

License Information: Module Version: X.X.X.X
License Version: 5
Date of Key Creation: XXXX.XX.XX
Expiration Date: Never

License Installation: . " T
Select the ‘'wado.lic’ file to |
ubload: | Browse... |

| Install License File |

Figure 13 - License Overview iQ-WEBX WADO
The installed module version number, license version number, creation and expiration date of the
license of iQ-WEBX WADO can be found in this section. Installing the license via web interface is

possible. Browse for the license file and use the “Install License File” button fo upload the license.

For a manual installation of the license, copy the "wadollic” and paste it into “[iQ-WEB installation
folder]\PACS\php".

13.4.5 ORDER LICENSES/REQUEST SUPPORT

Order Licenses/Request Support

Step 1: Collect and download the iQ-WEB license information in a ZIP file:

| Download license infom'\ation|

Step 2: Send the license information ZIP file to your local distributor to obtain the valid license files, support, or product informati

Step 3: Install the given license information and files received in return in the corresponding sections above.

Figure 14 — License Ordering

This area contains the steps that are necessary to get the information requested by the License
department. It is needed to process license orders, migrations or updates. Click the button “Download

license information” and send the resulting Zip file to your local distributor or the License department of
IMAGE Information Systems Ltd.

iQ-WEB 6.3.8 Administration Guide PUB INT EN — 006R 45



13.5 TODAY'S LOG

This page displays the content of the current log file with the most recent event on top refreshing itself
every 30 seconds. Using the download button will download the complete log file which is currently in
use. Log entries are color coded to enhance readability.

= Black - Information Log entries
= Blue - Debug Log entries

= Orange - Warning Log entries
= Red - Error Log entries

The log level can be changed in the Tools System section (13.3.1.2 “iQ-WEB”). Changing the log level
from standard level “Information” to “Debug” can help to find all kinds of issues that may occur during
operations of iIQ-WEB. The log files are stored in the folder that has been chosen during the configuration
of iQ-WEB. By default the path is “[iQ-WEB installation folder]\PACS\Iog\{AET}".

‘ Download complete log file |

Last 2000 log entries. (Auto-refreshing display with newest entry in first line.)

Wed May 15 11:47:45 2013 DEBUG - Database Manager: Checking submitted jobs...
Wed May 15 11:47:40 2013 DEBUG - Database Manager: Checking submitted jobs...
Wed May 15 11:47:35 2013 DEBUG - Database Manager: Checking submitted jobs...
Wed May 15 11:47:30 2013 DEBUG - Database Manager: Checking submitted jobs...
Wed May 15 11:47:25 2013 DEBUG - Database Manager: Checking submitted jobs...
Wed May 15 11:47:20 2013 DEBUG - Database Manager: Checking submitted jobs...
Wed May 15 11:47:15 2013 DEBUG - Database Manager: Checking submitted jobs...
Wed May 15 11:47:10 2013 DEBUG - Database Manager: Checking submitted jobs...

eted bAoA D 3. a7.AC mAsn DD Cictob P bmitiod il

Figure 15 -Today’s Log

13.6 LIVE MONITOR

This page displays all active DICOM connections, incoming as well as outgoing. If there are active
connections, it is possible to interrupt. This will instantly cancel the action and close the connection.

There is/are currentw 1 live connection{s):

DE NATION PAT.[EN'I SI'UDY

D 4 127.0.0.1 50504 IQSERVER Store Hilda Stunt 1.3.12.2.1107.5.8.2.485257.836649.68674857.2005121821014039 N/A
Check All

Figure 16 — Live Monitor

iQ-WEB 6.3.8 Administration Guide PUB INT EN — 006R 46



14 SETTINGS

14.1 USERS

iQ-WEB comes with an extensive user management system providing user priviege management, user
groups and additional administrator user management.

After the successful installation of iQ-WEB, there are already two users in the user database.

The first one is the super-user ‘root’ which is the administrator account that was set up during the MySQL
configuration. This account has every access privilege existing in iQ-WEB.

The other is the ‘dicom’ user that has been created during the initial configuration of iQ-WEB. This
account is strictly for internal use, and therefore, it is not possible to use this account fo get access to the
web interface of iQ-WEB.

14.1.1 PRIVACY ATTRIBUTES

Medical images and reports are sensitive information that should not be accessed by unauthorized
people. For that reason, iIQ-WEB provides a privacy aftribute mechanism to handle the access fo
patient/study data between different users of the system. For each patient/study the following states
can be specified:

= "Public”
If a patient or a study is marked as public, all images within the studies and the corresponding
patient can be accessed by any iQ-WEB user account, without requiring any privileges.

= “Private”
If a patient or a study is marked as private, all images within the studies are private as well. To get
access to these images, a user has to have either the global 'View' permission, or the last name
and first name of the user have to match with the Referring Physician’s Name or the Reading
Physician’s Name of the patient/study. In addition, members of a user group have access to private
patients/studies in case the group description matches with the predefined value set in the user
group options. Please refer to 14.1.3 “User Group Accounts” for more details.

NOTE:
Privacy state can be defined on patient level which is inherited by all studies of the patient and on
study level directly. It is represented by a lock icon in study and patient views. For detailed description
please refer to User Manual document of iQ-WEB.

14.1.2 USER ACCOUNTS

This section of the “Users” page is used for actions managing user accounts such as searching for users,
adding, deleting or modifying users.
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14.1.2.1 SEARCH FOR USER ACCOUNTS

Users can be filtered to offer more clarity by searching for the following criteria:

= “Username”

= “First Name"

= "Last Name”

= “Middle Name”
= “Email”

When search is performed it will be checked whether the search string is contained in the used criterion.
The search result will replace the user list. In case there is no result, the list will be empty. To show all
existing users again, the “back” link can be used.

14.1.2.2 ADD/MODIFY USER ACCOUNTS

User accounts can be added or modified and deleted in the “User account” section by using the
corresponding buttons. When adding or modifying user accounts the following information about the
user can be specified:

= “User Information”
= "Username”
The username that needs fo get access to the web interface of iQ-WEB has to be entered here.
= “Password”
This is the password for the username mentioned above.
= "First Name"
First name of the user, limited up to 20 characters
= “Last Name”
Last name of the user, limited up to 20 characters
= “Middle Name”
Middle name of the user, limited up to 20 characters
= “User Email Address”
Enter the email address of the user with the option to send an email nofification when a new
study has arrived, with this user stated as referring physician.

= "Group Membership”
This section defines the group membership of the user to a chosen user group. The user can be a
member of more than one user group atf the same time.

NOTE:
Only existing groups can be chosen for user group membership.

= "“General Privilege Settings”
This section defines a list of privileges users have when using iQ-WEB and its modules.

With the permission levels described in the table below, there are three categories of users that can be
defined for iQ-WEB:
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CATEGORY

DESCRIPTION

Administrator Users

These are the user accounts created at "Administrator Accounts” in
the Settings = Users page in iQ-WEB. They have access to the same
system-level configuration information as the user "root".

Power Users

These are the user accounts with the "Modify" and "View" permissions
enabled. Such wusers have access to all public and private
patients/studies in the database. They can also modify and delefe
existing database records.

Regular Users

These accounts are usually created for the referring physicians or
reading physicians. They do not have the permission to "View" and
have only access to the public patients/studies or the private
patients/studies whose Referring/Reading Physician Name matches
with the Last Name and First Name of the user profile.

For each user the following access privileges can be managed by an administrator account.

ACCESS PRIVILEGE

DESCRIPTION

View Required to view private patients/studies

Modify Required to change database afttributes

Forward Required to forward images stored in iQ-WEB to a remote AE

Query Required to query remote Query/Refrieve SCP applicatfion entities

Move Required to move images on remote Query/Refrieve SCP
application entities

Download Required to download iQ-WEB images from a web browser using
the “Download Content” button

Print Required to printimages on DICOM printers

Export Required to export images stored in local iQ-WEB database to
DICOM Standard Part 10 formatted directory and files with
DICOMDIR directory information

Import Required to import external DICOM formatted directory and/or raw
image files into IQ-WEB database

Upload Required to upload text files, PDF/Word documents, audio/video
clips, efc. info iQ-WEB database

Monitor Required to access system monitoring activities such as system logs,
live monitors, efc.

Mark Required to mark a study as either Read or Unread

Change Storage Location

Required to change the storage location of DICOM studies

Structured Reports

Required to create DICOM Structured Reports in iQ-X
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NOTE:
The super-user ‘root’ has all of the permissions mentioned in above table and is allowed to maintain
MySQL installation.

= "Advanced Privilege Settings”
In the Advanced Privilege Settings section it is also possible to specify more granular access rights to
the wusers. This is accomplished with User Access Filters which allow user the access to
patients/studies according to matching DICOM elements. This extends the standard matching
mechanism of Referring- and Reading Physician Name. This mechanism also allows the
combination of matching DICOM elements with a standard logical conjunction.

Advanced Privilege Settings

Source AE-Title: IQSERVER ~
Referring Physician's Name: | HAMMERSCHLAG“BRU v
Reading Physician's Name: |[M/A A
Institution Name: IMAGE Information Sys ™

User Access Filters:

The user will be granted access to all patients or studies matching the filters selected above.
If multiple filters are defined, then the logical AND (&#&) operator will be applied for all defined filters.

Figure 17 — Advanced User Privilege Settings
The following elements are supported as filtering attributes:
= “Source AE-Title”
= “Referring Physician’s Name”
= "Reading Physicians Name”

= “Institution Name"

Using more than one filter will combine alll criteria with a logical AND (&&).

NOTE:
It is only possible to choose values for these elements, if they already exist in the database.

14.1.3 USER GROUP ACCOUNTS

User group accounts are an administrative mechanism to combine iQ-WEB user accounts and make it
easier to specify view privileges for all of them at once. It can also be used as a shared user account.
User group accounts can be set up like a normal user account, but there are three additional opfions:
Group Description, Group Share and Sub-String Group Matching.
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User Group Information

Group User Name:

This is the group user name to login to the database.

Password:
Confirm Password:

Password for the database group user name above.

Group Description: |Institution Name (0008,0080) V\ =

Input the criterion to be matched for this group (up to 64 characters). Only studies with an exact match will be displayed

Group Email Address:

Email address of the group (up to 64 characters).

Group Share: [J Enable

If this privilege is enabled, the View access of any user of this group is shared by all other users of the same group. For

Sub-String Group Matching: [l Enable

If this option is enabled, iQ-WEB will check to see if the Group Description of this group is a sub-string of the chosen field|

Figure 18 — User Group Seftings

"Group Description”

This option allows choosing a DICOM attribute and defining a value. Every user in the group has
access to patients or studies where the defined value matches exactly with the value of the DICOM
attribute of the patient/study.

The currently supported DICOM attributes are

= “Institution Name (0008,0080)"

= "Other Patient ID (0010,1000)"

= "Patient Comments (0010,4000)"

= “Accession Number (0008,0050)"

= "Source AE (0002,0016)"

= "Study Description (0008,1030)"

“Group Share”

If this option is enabled, the 'View' access of any user in this group is being shared with all other
users of this group. iIQ-WEB will check all members of the group to determine whether users of the
group can access that private patient/study. If a user of this group has a matching last name/first
name with either the Referring or the Reading Physician of a private patient/study, and Group
Share is enabled for the group of that user, then all other users of this group will have access to the
same private patient/study.

“Sub-String Group Matching”

In case this option is enabled, iIQ-WEB will check whether the value entered in Group Description is a
sub-string of the chosen DICOM afttribute of the patient/study, instead of using an ‘exact-matching’
method fo allow access to a private patient/study.

14.1.4 ADMINISTRATOR ACCOUNTS

Administrators have every access privilege that can be given for normal users. In addition, they have
the ability to add or modify user accounts. Furthermore, there are functions in iQ-WEB that can only be
used and set up by administrator accounts like *Automatic Purging” or the “DICOM” page.
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14.1.5 FAILED LOGIN ATTEMPTS

iQ-WEB protocols all failed login attempts either caused by using a wrong username or a wrong
password. The attempts will be listed in this section. Additionally, the amount of failed attempts will be
shown as well as the option to reset/delete the login attempts. After a configured number of failed

attempfts in a specified fime iQ-WEB will block the user from logging info iQ-WEB. (14.2.3 "Global
settings”) This is a security mechanism to prevent automated intrusion attempts.

Failed Login Attempts
There isfare 3 user(s) with failed login attempts.

[] Chuck Morris

1
[ Luke Groundwalker

1
[ user1 1

Figure 19 — Failed Login Attempts

NOTE:
It is possible to reset the login attempts manually by deleting the respective files under “[iQ-WEB
installation folder] \PACS\FailedLogin” (default installation path). To do so, access to the file system with
appropriate permissions is needed.

14.1.6 UPGRADE EXISTING DATABASE USER

This feature allows administrators to take existing MySQL user accounts, which may exist because of a
wrong performed upgrade or manipulation of the database, and make them available in iQ-WEB.

Upgrade Existing Database User

There isfare 2 existing user(s) that can be upgraded.

[] Clark Sent
[] Ronald McKing

| Check all ‘ Upgrade User

Please Note: Upgrading user takes existing MySQL user accounts that are currently not available in iQ-WEB and gives them privileges to be used in iQ-WEB.

Figure 20 — Upgrade User

14.1.7 REGENERATE EXISTING IQ-WEB USER

With this feature, administrators are able to update the database access privileges of existing iQ-WEB
users. This might be necessary, because some users originate from old iQ-WEB installations. In that case,

they have no access to new database tables or columns and will not be able to use the complete
functionality of iQ-WEB.
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Click on “Regenerate All Users Privileges” to get a list of all users of iQ-WEBX. Check a user whose
privileges need o be regenerated and click on “Regenerate Privileges”.

There is/are 3 existing user(s) that can be regnerated:

s oot e

] useri Smith Joe

[] user2 Strong Bob

[] User3 Bauer Robert
| Check All | | Regenerate Privileges

Figure 21 — Regenerate User

14.2 SYSTEM

This page contains global settings for iQ-WEB sorted by topic.

14.2.1 STORAGE

iQ-WEB stores DICOM data as received into folder structures and registers the data info the database.

The following storage settings are global and can be overwritten by specific DICOM node
configurations. For more details please refer to 15.1 “DICOM”".

= “Defaulf Short-Term Archive Directory”

This is the directory where all the received images will be stored, in case there is no specific short-
term archive directory defined for a source AE.

NOTE:
Entered paths have to be accessible by the iQ-WEB server system. A mapped drive or UNC path may
be used here. Make sure that iQ-WEB has the required permissions.

= “Default Long-Term Archive Directory”

This is the location where all images will be moved to if automatic aging is configured and
executed in case there is no specific long-term archive directory defined for a source AE.
= “Default Archive Directory Format”
This option conftrols the hierarchy under the designated archive directory.
= “Flat”

Received images are stored under %assigned directory%/YYYY-MM-DD-WEEKDAY/[sub-folders]
= "Hierarchical”

Received images are stored under %assigned directory%/YYYY/MM/DD/WEEKDAY/[sub-folders]
= “By Study Instance UID"

Received images are stored under %assigned directory%/%StudylnstanceUID%/[sub-folders]

NOTE:

Using the Study Instance UID for the folder naming may exceed the 256 characters restriction for
Windows filenames very fast, because a Study Instance UID already has 64 characters. The character
limitation can be avoided by using UNC paths which can contain 32767 characters on a NTFS formatted
system.
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NOTE:
Please choose a storage system with appropriate capacity and read/write performance for the
infended use case. The acfual amount of needed storage capacity depends on many factors. To
determine the appropriate size of your storage system, you can visit http://www.pacscalculator.com/

14.2.2 AUTOMATIC AGING

Automatic aging is a feature that is infended to help separating most recently stored DICOM data from
data which is older. To achieve this automatic aging moves images form the short-term archive to the
defined long-term archive. To enable this feature, enter the amount of days and setup a schedule by
defining a weekday and a time. iQ-WEB will move images that were received more than the set days
ago according to the schedule.

Automatic Aging

Setup: [T age images received more than 0 days ago

Automatic Aging moves data from the default Short-Term Archive directory to the default Long-Term Archive directory according to the schedule above.

Aging Schedule: Run Automatic Aging weekly on every [Sunday  [v] Atthistime of day:|12:00AM  [+]

Figure 22 — Automatic Aging Setup

NOTE:
iQ-WEB will use the hierarchical directory format for long term archive in case the archive directory
format is set to Study Instance UID.

Examples:

= “Fat”
On 01/25/2013 all images should be aged to the directory “C:/longterm”. There are images that
were received on 01/20/2013. During the automatic aging process the images will be moved fo the
directory “C:/longterm/2013-01-25/2013-01-20/[images]”.

= “Hierarchical”
On 01/25/2013 all images should be aged to the directory “C:/longterm”. There are images that
were received on 01/20/2013. During automatic aging process the images will be moved to the
directory “C:/longterm/2013/01/25/2013/01/20/[images]".

= "By Study Instance UID"
On 02/20/2013 all images should be aged to the directory “C:/longterm”. There are images that
were received on 01/20/2013. During automatic aging process the images will be moved to the
directory “C:/longterm/2013/02/20/[Study Instance UID]/[images]”.

NOTE:
iQ-WEB uses the "“"Date modified” value of the Windows file system as reference. This means that every
modification of the study, like adding a SR or editing the patient name, will change the value and in
result change the time when the study will be aged.
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14.2.3 GLOBAL SETTINGS

This section accumulates the following global setftings for topics like security, notification, workflow,
date/time and language/character set.

“Browser Session Timeout”

This value defines the time which has to pass until an inactive browser session on a client machine
should be logged out. This is a security feature to prevent unintended access to iQ-WEB and its data
on a publically available client machine.

NOTE:
A value of 0 deactivates this feature.

“Anti-Spam Settings”

Administrators can configure following settings to prevent spamming the server with automated

login attempfs.

= “Display Anti-Spam Code”
If this setting is enabled an anti-spam security code contained in an image will be generated
for each user login. Users have to enter this anfi-spam code as well as their password to log info
the system.
(In previous versions, this function could be modified by using the “antispam.code” file in the
“[iQ-WEB installation folder]/PACS/" subfolder of iQ-WEB.)

= “Maximum login attempts”
Users will have a defined maximum number of login attempts until they have to wait a specified
fime for their next login.

= “Waiting time until next login”
Users that exceeded maximum number of failed login attempts will have to wait the specified
number of hours until they are allowed fo login again or an administrator resets their failed login
attempts.

“Password Settings”

Administrators can configure the following setfings related to the password security.

Available options are:

= Automatically expire the user password after X days

= Minimum number of characters for the password

= Password must feature at least one uppercase letter

= Password must feature at least one lowercase letter

= Password must feature at least one number

= Password must feature at least one special character

“Administrator’s Email Address”

Administrators can specify the email address of the PACS administrator here. All system-generated

emails, including reports, noftifications etc. will be delivered to this email address.

NOTE:
As for all email related features, a SMTP server has fo be configured to send emails. Please refer to
section 14.3 “Email” to get information on how to set up an SMTP server.
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= “Statistic Report Emails”
Administrators can enable the following automatically generated statistic reports to be delivered to
the above defined administrator’s address via email. Statistic reports contain statistic information
about received studies in a period of time.
= “Daily statistical report emails*
= "Weekly statistical report emails”
= "Monthly statistical report emails”
= “Monthly journal report emails”
= “Nofifications”
Administrators can enable an email nofification system that sends an email fo registered user's
email address about any failed job submitted by that user.
= “Date and Time Formafts”
Administrators can switch between the global display format of the date and time:
= Unites States format (YYYY-MM-DD HH:MM:SS)
= European format (DD.MM.YYYY HH:MM:SS)
= “Workflow"
Administrators can configure the following global settings that will influence the user's workflow of
iQ-WEB in this secftion.
= "Bypass series level and display all images of a study directly”
This setting disables the series level view when navigating from study level view to the image
level view.
= "Enable automatic conversion of received DICOM images into thumbnail/full-size JPEG/GIF
images”
By default iQ-WEB is generating thumbnail/full-size JPEG/GIF images on demand if they are
necessary for the web interface display. The setting switches this behavior so that iQ-WEB is
generating thumbnails when receiving new DICOM data.
= "Use iQ-VIEW as the viewer instead of iQ-X"
To replace the iQ-X viewer with an iQ-VIEW Call on the client stations administrators can enable
this option. These stations have to be configured in section 13.3.2 "Configure iQ-VIEW Call
stations” to work properly.
= "Automatically mark studies or patients as read when opening in iQ-X"
iQ-WEB allows to setup a workflow where opening a study in iQ-X viewer or with iQ-VIEW Call will
mark the study as read to track progress.
= “Display a blank version of EasyWEB page”
Users initially get a blank EasyWEB page and have to enter search criteria to get studies
displayed
(In previous versions, this function could be modified by using the “easyWebpage.code” file in
the “[iQ-WEB installation folder]/PACS/" subfolder of iQ-WEB.)
= “Specific Character Set”
This option changes the display of a specific character sets in the web interface. Especially when
presenting patient names in the web interface. This option forces the client web browser to interpret
web interface delivered by the web server using the codec selected. In case “Default” is selected,
the browser tries to automatically detect the correct encoding. A correct display of the patient
information depends on a consistent DICOM encoding. The following character setfs are supported:

CHARACTER SET STANDARD
Latin Alphabet Part 1 ISO-885%-1 /ISO_IR 100
Latin Alphabet Part 2 ISO-8859-2 /ISO_IR 101
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Latin Alphabet Part 3

ISO-8859-3 / ISO_IR 109

Latin Alphabet Part 4

ISO-8859-4 /ISO_IR 110

Latin Alphabet Part 5

ISO-8859-9 /ISO_IR 148

Russian ISO-8859-5 / ISO_IR 144
Arab ISO-8859-6 / ISO_IR 127
Greek ISO-8859-7 /ISO_IR 126
Hebrew Logical Order ISO-8859-8 / ISO_IR 138
Thai TIS-620 / ISO_IR 166

Japanese JIS X 0201 Katakana

ISO-2022-JP /ISO_IR 13

Japanese JIS X 0201 Romaii

ISO-2022-JP /ISO_IR 14

Latin Alphabet Part 1 with code extension ISO-8859-1 /1SO 2022 IR 100
Latin Alphabet Part 2 with code extension ISO-8859-2 /1SO 2022 IR 101
Latin Alphabet Part 3 with code extension ISO-8859-3 / 1SO 2022 IR 109
Latin Alphabet Part 4 with code extension ISO-8859-4 /1SO 2022 IR 110

Latin Alphabet Part 5 with code extension

1
1
1
1
ISO-8859-9 /I1SO 2022 IR 148
1
1
1
1

Russian with code extension ISO-8859-5 / I1SO 2022 IR 144
Arab with code extension ISO-8859-6 /1SO 2022 IR 127
Greek with code extension ISO-8859-7 /ISO 2022 IR 126
Hebrew Logical Order with code extension ISO-8859-8 / I1SO 2022 IR 138

Thai with code extension

TIS-620 / 1SO 2022 IR 166

Japanese JIS X 0201 Katakana with code extension

ISO-2022-JP / ISO 2022 IR 13

Japanese JIS X 0208 Kanji with code extension

ISO-2022-JP / ISO 2022 IR 87

Japanese JIS X 0212 Supplementary Kanji with code extension

ISO-2022-JP / ISO 2022 IR 159

Korean with code extension

EUC-KR /ISO 2022 IR 149

Unicode

UTF-8 /ISO _IR 192

Simplified Chinese

GB2312 / GB 18030

Figure 23 - Character Sets

iQ-WEB 6.3.8 Administration Guide PUB INT EN — 006R

57



NOTE:

Due to browser limitations, it is not possible to use more than one character set at the same time. The

language and regional settings of the used operating system also influence the correct display of

character sets. The only way to display characters from different languages at once is using Unicode.

“Choose Language”

This setting will change the language of the web interface for all clients. If "Auto” is selected, the
individual client browser settings will be taken info account. Most modern browsers allow specifying
a priority list of preferred languages.

iQ-WEB provides a mechanism to franslate info custom languages. By default only German, English,
Spanish and Russian are included in the installation routines. Administrators can specify a custom
language if the language is note included by default. For more details please refer to chapter 17
“Translation™.

NOTE:
You may have to logout and login fo fully apply the language settings. If iQ-WEB doesn’t find the
appropriate language files to match the setting it will switch back to the default English language.

“PHP Runtime Executable”

In this field, the full path of the PHP executable has to be entered.

By default, the path is “[iQ-WEB installation folder]/PHP/php.exe”.

“Thumbnail Directory™

This path defines the directory for storing converted thumbnail JPEG/GIF images. iQ-WEB will
automatically add a “thumbnails” sub-folder to the entered directory.

By default, the pathis “[iQ-WEB installation folder]/PACS/php”.

“"Web Images”

This path defines the directory for storing converted JPEG/GIF web images. iQ-WEB will
automatically add an “images” sub-folder to the entered directory.

By default, the pathis “[iQ-WEB installation folder]/PACS/php”.

NOTE:

Entered paths have to be accessible by the iQ-WEB server system. A mapped drive or UNC path may

be used here. Make sure that iQ-WEB has the required permissions.
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14.2.4 UPLOAD

“Maximum Upload File Size”
This value defines the maximum amount of Mbytes that can be uploaded using actions like “Upload
DICOM Image”.

NOTE:

In order to apply this setting, the corresponding values in the php.ini also have to be configured. The

values for “upload_max_filesize” and “post_max_size” need to be modified.

NOTE:

In case the option ‘Upload Attachments' is set to ‘Store uploaded attachment info database table
directly’, the my.ini of the database has fo be edited. The value for “max_allowed_packet” needs to

be modified.

“Upload Directory”

This is the directory for storing attachments and DICOM images uploaded by users.

“Storage Option”

This option defines how uploaded attachments should be stored. Either into the database table
directly or under the above defined “Upload Directory”.

14.2.5 AUTO-SCAN IMPORT

If this feature is enabled, it allows iIQ-WEB to automatically scan a configured directory and import
included files with the "*.dcm” filename extension into iQ-WEB.

“Source Directory”

The path to the directory that should be scanned has to be enfered here.

“Destination Folder”

Automatically imported images will be stored in this folder.

“Scan Interval”

This value defines how often the “Source Directory” should be scanned for new images. The value is
entered in seconds.

NOTE:

Entered paths have to be accessible by the iQ-WEB server system. A mapped drive or UNC path may

be used here. Make sure that iQ-WEB has the required permissions.

NOTE:

To scan files without the extension “*.dcm” as well, administrators have to add the following registry key

at the iIQ-WEB system to the basic registry configuration:
“"AutoScanAnyfFile" of type REG_DWORD with the decimal value 1.
(Please refer to chapter 8 “Registry” for registry reference.)
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14.2.6 WORKLIST

Besides the core feature of iQ-WEB to archive DICOM image data it can process DICOM modality
worklist data. This sectfion provides global settings for handling this worklist data.

= “Aging Period for Purging”
Worklist records that were received more than the here defined days ago will be purged
automatically.

=  “Reconciliation Feature”

"Patient Reconciliation”

If enabled, iQ-WEB will use demographic information of patients (Patient ID, Patient Name and
Date of Birth) from the DICOM Modality Worklist data to match these with the same information
of received DICOM studies. Patient names in the studies will be corrected automatically, if any
discrepancy is found.

“Study Reconciliation”

If enabled, iIQ-WEB will use study-related information (Referring Physician’s Name and
Requesting Physician’s Name) from the DICOM Modality Worklist data to match these with the
same information of received DICOM studies. Referring physician’s name and/or requesting
physician’'s name in the studies will be corrected automatically, if any discrepancy is found.

= “Auto-Scan for Worklist Data”
If enabled, iIQ-WEB will automatically observe a defined directory for DICOM Modality Worklist files
and import the data into the database.

*Auto-Scan Source Directory”

iQ-WEB will scan any text file in this source directory and import the properly formatted worklist
datainto the database.

“Scan Interval”

This value defines how often the “Source Directory” should be scanned for new images. The
value is entered in seconds.

14.2.7 HL7

In this section, the automatic conversions of incoming HL7 ORM messages to DICOM Modality Worklist

records can be activated. How the HL7 segments match with the worklist fields is stated in the table

below.

It is currently not possible to modify these matching mapping.

DICOM MODALITY WORKLIST DATA HL7 ORM MESSAGE FIELD
Patient Name (0x00100010) PID-5

Patient ID (0x00100020) PID-3

Accession Number (0x00080050) ORC-2

Scheduled AE Station Title (0x00400001) ORC-4

Requested Procedure ID (0x00401001) OBR-4

Scheduled Procedure Start Date (0x00400002) OBR-36

Scheduled Procedure Start Time (0x00400003) OBR-36

Modality (0x00080060) OBR-44.2
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14.3 EMAIL

This section allows an administrator fo configure an SMTP server that iQ-WEB will use for sending outgoing
emails.

Such emails are:

= “Statistic report emails”

= “"Monthly system journal”

= “Notifications for referring physicians when a new study arrives”
= "Trial expiration notification”

= “"Sending images in JPEG”

Clicking the “Add” button will open a configuration site that contains the following items.

“SMTP Server Hostname or IP Address”
In this field, the hostname or the IP address of the SMTP server has to be entered.
= "Port Number”
Represents the TCP port number the SMTP server listens to. In general, this is 25.
= “Description”
Enter a short description of the STMP server. (Not required)
= “System Email Address”
This is the email iQ-WEB uses as sender and will be displayed in the “From” field in outgoing emails.
= "Authenfication Type”
The following authentication types are possible:
A. None
No other configuration is required.
B. LOGIN, PLAIN, CRAM-MD5
Enter a valid username and password.
C. NTILM

A valid username and password as well as a hostname of the NTLM workstation are required.

SMTP Configuration

Hostname or IP Address of SMTP Server: smitp.adress

Port Number of SMTP Server: 25!
Description of SMTP Server: This is a SMTP server
System Email Address: email@email .biz
(This address will be used in the sender field in all emails sent from iQ-WEB using this SMTP server.)
Authentication Type: @® None
) Type: LOGIN v
Username: username
Password:  esssssssssss. o

() NTLM Workstation:

Figure 24 — SMTP Configuration
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Once a SMTP server is configured and applied, it is possible to send a test email to a self-determined
address.

NOTE:
The level of safety depends on the configuration of your SMTP server. In case there is no special
configuration, the emails will be sent unencrypted.

NOTE:
Currently, a connection via SSL/TLS to the SMTP server is not supported.

14.4 ROUTING

14.4.1 DICOM ROUTING

ere is/are 2 DICOM Routing Entry(ies) defined:

KEY MATCH DESTINATION | HOURLY WEEKDAY PURGE AFTER MORE
ATTRIBUTE  |PATTERN SCHEDULE SCHEDULE ROUTING OPTIONS ERELE

[] IQSERVER N/A IQSERVER_2 Immediately Any Day Edit Disable
[] IQSERVER N/A C:/archive Immediately Any Day Mo N/A Edit Disable
[ checkall | [ add | [ pelete | [ Enable all | [ Disable Al |

Figure 25 — Routing Overview

In addition to forwarding patients, studies or series manually from the iQ-WEB web user interface, users
can define automatic routing table entries to forward images automatically based on the following
rules.

14.4.1.1 ROUTING CRITERIA

@ Source AE-Title: | V| (Wild-Card characters '*' and "?" are supported)

ey Attribute: | Institution Name e = ild-Card characters ' and '?' are supporte
() Key Attribute: | Institution N (0008,0080) hd (wild-Card ch ters = and '?’ rted)

() Applying the logical AND operator (&&) to both criteria above

() Applying the following advanced logical expression:

| Left Round Bracket - (| Right Round Bracket - ) || anp-&& | orR- || |

[Institution Name (0008,0080) vi= | || Append |

Resulting advanced logical expression:

For Example: {%00080080=Institution% AND “00100020=Patient%)

To get the code shown in the example above follow these steps:

1. Click on the "Left Round Bracket (" button.

2. Choose 'Institution Name (00080,00080)" from the dropdown box below.
. Type "Institution’ in the textbox on the left.

. Click on the 'Append’ button.

. Click on the "AND (&#&)" Button.

. Choose 'Patient ID (00010,00020) from the dropdown box.

. Type 'Patient’ in the textbox on the left.

. Click on the "Append’ button.

. Click on the 'Right Round Bracket )’ button.

(=R N T, ]

Figure 26 — Routing Criteria

= "Source AE-Title”
If this opftion is selected and iQ-WEB receives images from the matching source application entity,
the received images will be automatically routed to the defined destination AE.
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= "Key Aftribute Tag”
If this option is selected, users can define a matching pattern, including wild-card characters “*”
and “2”, to match against a DICOM attribute tag of a received image. In case the pattern string
matches with the afttribute, iIQ-WEB will route the received image to the defined destination.
Currently the following DICOM afttributes are supported:

“Institution Name (0008,0080)"
“"Referring Physician Name (0008,0090)"
“Patient ID (0010,0020)"

“Protocol Name (0018,1030)"
"Performing Physician’s Name (0008,1050)"
“Reading Physician’s Name (0008,1060)"
"Operator's Name (0008,1070)"

“Study Description (0008,1030)"

“Series Description (0008,103E)”
"Accession Number (0008,0050)"
“Modality (0008 ,0060)"

= “Applying the logical AND operator (&&) to both criteria above”
Selecting this criterion will only route images to their destination if both criteria above will match with
their defined pafttern.

= “Applying the advanced logical expression”
Administrators can configure advanced logical expression as an automatic routfing rule, which can

consist of one or more key matching patterns as well as the logical operators AND (&&) and OR

(11).

14.4.1.2 DESTINATION

=  "“Forward to destination AE”

Select your AE-Title where the images should be sent to. The combo box lists all application entities
defined at the "“DICOM"” page.
= "“Copy received images to destination folder”

iQ-WEB will copy the received images into the specified destination folder instead of forwarding

them to a destination AE.

NOTE:

The entered path must be accessible by the iQ-WEB server system. A mapped drive or UNC path may

be used here. Make sure that iQ-WEB has the required permissions.
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14.4.1.3 HOURLY SCHEDULE

Automatic routing schedules by the 24-hour clock with four different options to choose.

= “Immediately”
Images will be routed as soon as they were received.

= "From-To"
Images matching the routing criteria and that will be received during the defined fime window will
be evenly distributed in chunks and then routed at every full hour (e.g. 9:00 am, 10:00 am etc.)
during the time frame. Images received outside of the schedule window will not be routed. This is
useful fo avoid peaks in server performance and network usage.

= “Precisely at”
All matching images will be routed during the defined hour. If there are too many images
scheduled to forward during these 60 minutes, then the remaining routfing jobs will stay in the
“submitted” state and will be processed the next day on the same scheduled hour.

= “Immediately, but only during the hourly window”
Unlike the normal “From — To” schedule, this option will not distribute the routing evenly, instead it will
route the images as soon as they are received.

14.4.1.4 WEEKLY SCHEDULE

The weekly schedule is combined with the hourly schedule above to determine when or if iQ-WEB
should forward the received images. Every day in a 7 day week can be chosen.

14.4.1.5 PURGE AFTER ROUTING

Select whether or not the images should be deleted after the routing.

14.4.1.6 RETRY SETTINGS

This time inferval in hours specifies the time delay iQ-WEB will wait before retrying a failed job again. By
default, it is set to 0 which means that there will be no delay.

14.4.1.7 MISCELLANEOUS

= “Forward existing oldest studies to destination”
If selected, iQ-WEB will forward the “n” existing oldest studies in addition to the newly received
study. In case a negative number is entered, iQ-WEB will also route the “n” newest study.

= “Wait 'n’ minutes for all instances of the study to be received, and forward the entire study instead
of individual images”
Selecting this checkbox lets iQ-WEB wait for the specified “n” minutes for all images of the study to
be received, then forward the entire study via a single DICOM association to the destination.

= Do not use the AE-Title assigned to iQ-WEBX
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You can chose to either use the AE-Title of the source AE or a user defined AE-Title when sending
the images to the destination AE.

NOTE:
It might be necessary that the user defined AE-Title is known by the destination AE. Otherwise a
connection attempt might be rejected.

14.4.1.8 EXAMPLE ROUTING RULES

= Route by source AE-Title

= Source AE-Title: Scanner

= Destination AE-Title: IQSERVER
= Hourly schedule: Immediately
= Weekly schedule: every day
= Auto purge: No

With the routing rule given above, all images received from the AE “Scanner” will be automatically
routed to AE “IQSERVER” immediately after they are being received. The received images will be keptin
the iQ-WEB database after they are routed to the destination AE.

= Route by key attribute

= Key Attribute Tag: Referring Physician’s Name (0008, 00%0)
= Matching Pattern: John D*

= Destination AE-Title: DCMTK

= Hourly Schedule: 1:00 AM.

= Weekly Schedule: Tuesday

= Auto Purge: Yes

With the above routing rule, all images received with the referring physician names such as “John Doe”
or “John David” will be automatically routed to AE "DCMITK” at 1:00 a.m. local time on Tuesdays.
(However, received images with referring physician names such as “Dr. John Doe” or *Mr. John David”
do not match with the defined routing pattern string and therefore will not be routed.) The received
images will be purged after they have been routed successfully to the destination AE “DCMTK”.

14.4.2 HL7 MESSAGE ROUTING

In case the HL7 message listener is installed, administrators can define automatic routing rules to forward
HL7 messages based on certain criteria described below.

ere is/are 2 HL7 Message Routing Entry(ies) defined:

SOURCE APPLICATION KEY ATTRIBUTE MATCH PATTERN DESTINATION APPLICATION SCHEDULE EN/DISABLE

[ station1 N/A Station2 Immediately Edit Disable
O aAny Message Type ADT™A04 Station2 From 12:00 AM To 11:00 PM Edit Disable

[ cheaca | [ Delete | [ Enable Al | [ Disable Al |
Figure 27 — HL7 Routes
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14.4.2.1 ROUTING CRITERIA

“Source application name”

If selected, the defined application name will be matched with the string in the “Sending
Application” field in the MSH message header.

“Key in message header”

If this is selected, the administrator can define a pattern that will be matched with a key in the
message. In case it matches, iIQ-WEB will forward the message. Currently, the following keys are
supported:

= “"Message type”

= “Receiving application”
= “Receiving facility”

= “Sending facility”

14.4.2.2 DESTINATION HL7 APPLICATION

This is the destination application where the messages should be routed to. The application has to be
defined on the "HL7" page.

14.4.2.3 SCHEDULE

The HL7 routing can be scheduled with the following options:

“Immediately”

Messages will be forwarded o the destination HL7 application as soon as they are received.

“From -To"

Images matching the routing criteria and that will be received during the defined fime window will
be evenly distributed in chunks and then routed at every full hour (e.g. 9:00 am, 10:00 am efc.)
during the fime frame. Images received outside of the schedule window will not be routed.
“Precisely at”

All matching images will be routed during the defined hour. If there are too many images
scheduled to forward during these 60 minutes, then the remaining routing jobs will stay in the
“submitted” state and will be processed the next day on the same scheduled hour.

Routing Criteria
®) Source Application Name: (Wild-Card characters "' and '?" are supported)

is Key in Message: |Message Type i atching Pattern: ild-Card characters ™' and '?' are supported;Case-Insensitive
) This Key in M M T W with Matching Patt: (Wild-Card ch ters ™' and '’ rted;C. I itive)

Destination HL7 Application

Forward to this destination HL7:

Schedule

® Immediately (As soon as received)
O From: [12:00 AM %] To: [11:00 PM v

O Precisely At: @ am O pm

Please Note: The process will start within the selected hour, not necessary in the first seconds.

Add HL7 Auto Routing Rule |

Figure 28 — HL7 Route Setup
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15 COMMUNICATIONS

15.1 DICOM

ICurrent iQ-WEB Configurations:

» Application Entity Title: PACS
* Hostname: localhost

* TCP Port Number: 1234

= Maximum Number of AE Supported: Unlimited

There is/are 3 Application Entity(ies) defined:

l DESCRIPTION ﬂ IP ADDRESS DB ACCESS | ARCHIVE DIRECTORY |DICOM COMMANDS | MAX. CONNECT | PREF. TRANSFER SYNTAX |DISK APPLICATION TYPE |

C-STORE

[] IQSERVER Viewing Station myviewer N/A 104 N/A SN "/A N/A Echo N/A
WORKLIST-FIND N
C-STORE Send:
C-FIND N/A Query/Retrieve

[l PACSTWO Other PACS mypacstwo N/A 4321 v N/A C-MOVE 10 Receive: N/A cho Storage Commitment Report
WORKLIST-FIND N/A
C-STORE Send:

[ WORKLIST Worklist myworklist N/A 102 v NA o 10 g/e‘:ﬁve_ N/A Echo  Query Worklist
WORKLIST-FIND N/A

Figure 29 — DICOM Overview

On this page, the configuration of the DICOM nodes can be done. At the fop of the page iQ-WEB's
own DICOM information is listed consisting of the AE-Title, the port number and the hostname. In
addition, the maximum number of supported applicafion entity nodes, restricted by the license, is
shown.

NOTE:
For security reasons iQ-WEB rejects DICOM traffic of source DICOM AEs which are not listed on this site.

In general iIQ-WEB can act as STORE SCU/SCP, STORAGE COMMITMENT SCU/SCP, Q/R SCU/SCP,
WORKLIST SCU/SCP and PRINT SCU in DICOM communication contexts. For a detailed overview about
the supported DICOM ftransactions, please refer to the DICOM Conformance Statement of the current
version of iQ-WEB.

15.1.1 ADD OR MODIFY A DICOM NODE

15.1.1.1 GLOBAL SETTINGS

For establishing a working DICOM network connection it is necessary to identify a station and specifying
its network address parameters. This section allows specifying the basic parameters iQ-WEB need to
address a station for a DICOM network connection.

= “Description”
This field is for a short description of the DICOM node.
= “Application Entity title”
The AE-Title of the remote application has to be entered here.
= "Hosthame”
The hostname of the remote AE has to be entered here in case no IP address is defined.
= Y|P Address”
This field is for the IP Address of the remote AE.
= "Port Number”
TCP port number of the remote AE is defined here.
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“Database Access”
In case the access is disabled, iQ-WEB will reject any association requests with the specified
application entfity title.

15.1.1.2 STORAGE

Beside the global storage settings, it is possible to configure the storage location of the incoming files for
every single DICOM node.

“Short-Term Archive Directory”
This is the directory where all the received images of this DICOM AE will be stored.
“Default Long-term Archive Directory”
This is the location where all images of this DICOM AE will moved if automatic aging is configured
and executed.
“Default Archive Directory Format”
This option controls the hierarchy under the designated archive directory.
= “Flat”
Received images are stored under %assigned directory%/YYYY-MM-DD-WEEKDAY /[sub-folders
of the archive]
= "Hierarchical”
Received images are stored under %assigned directory%/YYYY/MM/DD/WEEKDAY/[sub-folders
of the archive]
= "Study Instance UID"
Received images are stored under %assigned directory%/%StudylnstanceUlD%/ [sub-folders]
“Automatic Aging”
Automatic aging moves images from the short-term archive to the defined long-term archive. To
enable this feature, enter the amount of days of how old an image could be. The scheduling of the
aging is the same as defined on the “Configuration” page.

15.1.1.3 DICOM TRANSFER

DICOM Transfer

Maximum Number of Simultaneous Connections: 10

preferred Transfer Syntax: When iQ-WEB sends images to this AE, propose the following transfer syntax:

‘None - Use Original Transfer Syntax of Received Images A

Compression ratio for JPEG2000 Lossy: 5 20 (for 20:1), 10 (for 10:1), 5 (for 5:1), etc.
Compressed image quality for JPEG Lossy or JPEG2000 Lossy: 90 20 (for 90%), 80 (for 80%), etc.

When iQ-WEB receives images from this AE propose the following transfer syntax:

[None ~|

Please Note: The preferred transfer syntax for sending or receiving are only propose for DICOM network com|

Separate DICOM Presentation Context: ] Propose a separate DICOM Presentation Context for each Transfer Syntax.

Figure 30 — DICOM Transfer Settings

“Maximum Number of Simultaneous Connections”
This value defines the maximum number of simultaneous outgoing connections the iQ-WEB server
will establish to the remote AE.
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= “Preferred Transfer Syntax”
This section defines the preferred fransfer syntax (TS) when iQ-WEB sends images to this AE or
receives images. A compression ratio or compression quality value can be specified for lossy
compression algorithms to specify data compression to a level where visual quality of image data is
not influenced.

There are three major differences between the fransfer syntaxes. Some use no compression and handle
images as they are. Some use Lossy compression, others use a lossless compression. Using a Lossless
fransfer syntax (TS) will most likely not alter the image quality, but could save fime and disk space (faster
fransmission and smaller file size). Using a Lossy TS can influence image quadlity if the ratio or percentage
is foo high to be diagnostic.

Please refer to the DICOM Conformance Statement of iQ-WEB that comes with the installation for a
detailed list of supported transfer syntaxes.

= “Separate DICOM Presentation Context”
If this opfion is activated, iIQ-WEB uses a new presentation context for each fransfer syntax. This
context contains only one transfer syntax and the default fransfer syntax “Little Endian Implicit™.
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15.1.1.4 DICOM COMMAND SETTINGS

It is possible to configure iIQ-WEB, so that it allows defined DICOM actions of AEs only in case an attribute
value matches the defined filter value. These filters can be set up for the DICOM actions C-MOVE, C-
STORE, and C-FIND and, in addition, WORKLIST-FIND. Currently, the supported filters work differently on
certain DICOM levels (patient, study, series, and image). Please see the following tables for a detailed

list.

QUERY/RETRIEVE LEVEL: PATIENT QUERY/RETRIEVE LEVEL: STUDY
Command | Institfution | Referring | Reading Command | Institution | Referring | Reading
Name Physician | Physician Name Physician | Physician
C-STORE v v v C-STORE v v v
C-FIND v x x C-FIND v v v
C-MOVE v x x C-MOVE v v v

QUERY/RETRIEVE LEVEL: SERIES QUERY/RETRIEVE LEVEL: IMAGE
Command | Institution | Referring | Reading Command | Institfution | Referring | Reading
Name | Physician | Physician Name Physician | Physician
C-STORE v v v C-STORE v v v
C-FIND x x x C-FIND x x x
C-MOVE x x x C-MOVE x x x

It is possible to enter multiple filter keywords for the DICOM attributes and it is possible o use multiple
DICOM attributes as filter. The character “*” can be used for wildcard strings. Please see following filter
examples:

C-FIND:
Institution Name: Springfield General ; Capital City
Referring Physician: SchmidtAJamesAAA

In case the DICOM application using a C-FIND on iQ-WEB, iQ-WEB will only show studies that contain

“Springfield General” or “Capital City” in their institution name and having “Schmidt, James” as referring
physician.
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15.1.1.5 APPLICATION TYPE

Application Type

[ query/Retrieve SCP Server [Isynchronize remote studies based on the following 24-hour schedule:

M1z am[J1am 2 am 3 am 4 am[J5 am 6 am[J7 amClg am[CJo am[J10 am (11 am
12 melmeQ pm|:|3 me4pm|:|5 meGme?meB meQ mell] mell pm

® Synchronize all remote studies
) synchronize remote studies performed in the last 1 day(s)

[Jupdate existing studies if they already exist
[ 2-way Synchronization (push local studies to remote AE)

[ Modality Worklist SCP Server

[ print SCP Server Printer Type: [Default ~
[ storage Commitment SCP Server Request Storage Commitment Report for DICOM images sent to this SCP

Figure 31 — DICOM Application Type

= "Query/Retrieve SCP Server”
If this option is checked, it is possible to query this AE directly from iQ-WEB.

= “Synchronization”
If this option is enabled, iIQ-WEB will synchronize itself with the AE at the defined schedule on a
24h base. There are the following detailed settings for synchronization:

Synchronize all studies from the remote AE to iQ-WEB database.

Synchronize only the studies performed during the last “n” days from the remote AE to iQ-
WEB database.

Update already existing studies in local iQ-WEB database to match remote ones. This might

be useful in case they have been updated or edited on remote station.
Push all iQ-WEB local studies to the remote AE during the synchronization process.

NOTE:
Study notes as well as image notes will not be synchronized with other stations.

= “"Modality Worklist SCP Server”

This option defines whether the AE is a Modality Worklist SCP Server. If enabled, it is possible to the
get worklist information from this AE. This can be done by using the “Query Worklist” link that will
appear in the Application Type column on the DICOM page. iQ-WEB also fries to get worklist
information automatically by polling the Modality Worklist SCP server every 10 minutes.

This polling interval can be configured by adding or change the following registry setfting:
“ILM_SOFTWAREINIMAGE Information Systems Ltd.\iQ-WEBX\[AE-Title]\WorklistPollinterval” of type
RegDWORD 32bit where the decimal number value represent the interval in minutes.
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Additionally, if iQ-WEB receives DICOM N-EVENT-REPORT Study Scheduled event nofifications from
remote Detached Study Management SCP applications, iQ-WEB will query any defined Modality
Worklist SCP application entity(s) for the relevant study information contained in the Study
Scheduled event report notification

By default, iQ-WEB queries the remote Worklist SCP with a Scheduled Procedure Start Date filter of
today’s Date. iQ-WEB can be configured to also query for procedures scheduled for the last N days
as well by adding or changing the following registry setting:

“[LM_SOFTWAREINIMAGE Information Systems Ltd.\iQ-WEBX\[AE-Title]\WorklistPollPeriod” of type
RegDWORD 32bit where the decimal number value represents the last N days to query. Value of *-
1" can be set to order iQ-WEB to query all scheduled worklist data.

When iQ-WEB retrieves worklist information for a scheduled patient, and the scheduled AE station is
defined in the list of DICOM Application Entities, then iQ-WEB will automatically push any pre-existing
studies of this patient of the same modality information to the scheduled AE station, so that the
scheduled AE station won't have to fetch them manually from iQ-WEB if it wants to access prior
studies of the scheduled patient. This Pre-Fetching feature is enabled by default. To disable it, the
following registry setting has to be defined:

“ILM_SOFTWAREINIMAGE Information Systems Ltd.\iQ-WEBX\[AE-Title]\PrefetchStudiesFromWorklist"
of type RegDWORD 32bit where the decimal number value represents to states. “0” means disable
prefetching and 1" means prefetching is enabled.

NOTE:
If network infrastructure is limited it is advised to disabled prefetching feature.

“Print SCP Server”
Activating this option, makes it possible to use this AE as a DICOM print server. It is mandatory that
this machine acts as standard DICOM PRINT SCP in the network.

“Storage Commitment SCP Server”
If this opfion is enabled, iIQ-WEB requests a Storage Commitment Reports for any image send fo this
AE.

NOTE:
iQ-WEB also is able to deliver a DICOM Storage Commitment Report if requested by a station which

stores DICOM data in the iQ-WEB database. For detailed information about DICOM features of iQ-WEB

please refer to the DICOM conformance statement document of current version of iQ-WEB.
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15.1.1.6 RECEIVING OPTIONS

Receiving Options

New Study Email Notifications: ¥ send Email notifications to the user(s) registered as the referring physician when new studies from this AE

iQ-X Compression: Select DICOM Compression Transfer Syntax: |NM V\

Compression ratio for JPEG2000 Lossy: 5 20 (for 20:1}, 10 (for 10:1), 5 (for 5:1), etc.
Compressed image gquality for JPEG Lossy or JPEG2000 Lossy: 90 20 (for 90%), 80 (for 80%), etc.

Please Note: Images received from this AE are only compressed if they are not already compressed when rec|
For detailed information about limitations please refer to the user manual.

Anonymization: [[Juse this template: to anonymize studies received from this AE. Add Anonymization Template

Transcription: [Juse this template: [ Nobody | for DICOM studies received from this AE. Add Transcription Template

Figure 32 — DICOM Receiving Options

= "New Study Email Nofification”
If this option is activated, iQ-WEB will send nofification via email to users in case a study is being
received with this user registered as the referring physician.

NOTE:
This feature requires that a SMTP server has to been set up before. (Please refer to 14.3 “Email” for
details.)

= "iQ-X Compression”
When delivering DICOM images to a remote web browser for the iQ-X ActiveX plug-in, especially
via a WAN connection, users often find the need for speeding up the image fransfer between the
iQ-WEB and the remote browsers. In this case, administrators can enable the iQ-X Compression of

iQ-WEB for each source AE, by selecting one of the DICOM compression fransfer syntaxes listed
below:

= “JPEG Lossless Transfer Syntax”
If this value is selected, iIQ-WEB will compress any received image using the DICOM "“JPEG
Lossless Compression (Selection Value 1, Process 14)" fransfer syntax (UID 1.2.840.10008.1.2.4.70),
and will save the compression image with the “.Is” filename extension.

= "JPEG Lossy Transfer Syntax”
If this value is selected, iQ-WEB will compress any received image using the DICOM “JPEG
Baseline Lossy Compression” fransfer syntax (UID 1.2.840.10008.1.2.4.50) for 8-bit images, and the
DICOM "JPEG Extended Lossy Compression” transfer syntax (UID 1.2.840.10008.1.2.4.51) for 12-bit
images. Both types of compressed images will be saved with the “.ly” filename extension.
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15.

= “Runtime Length Encoding (RLE) Transfer Syntax”
If this value is selected, iIQ-WEB will compress any received image using the DICOM “RLE
compression” fransfer syntax (UID 1.2.840.10008.1.2.5), and will save the compression image with
the “.rle” filename extension.

= "JPEG2000 Part-1 Lossless Only Transfer Syntax”
If this value is selected, iQ-WEB will compress any received image using the DICOM *“JPEG2000
Part-1 Lossless Only” transfer syntax (UID 1.2.840.10008.1.2.4.90), and will save the compression
image with the “.j2k” filename extension.

= "JPEG2000 Part-1 Lossless Or Lossy Transfer Syntax”
If this value is selected, iIQ-WEB will compress any received image using the DICOM *JPEG2000
Part-1 Lossless or Lossy” transfer syntax (UID 1.2.840.10008.1.2.4.91), and will save the
compression image with the “.j2k” filename extension. The compression ratio orimage quality of
the JPEG2000 Lossy compression is confrolled for each source AE if this transfer syntax is
selected.

With the above iQ-X Compression feature enabled, iQ-WEB will first check if any of the compressed
images is available when delivering DICOM images fo the web browsers. It will prefer the
compressed images over the original images when fransferring the images to the remote browsers.
In this section a compression ratio or compression quality value also can be specified for lossy
compression algorithms to limit data compression to level where visual quality of image data is not
influenced. For detailed information about best compression depending to the use cases please
refer to the document Medical Image Data Compression Guide Flyer.

“Anonymization”
Studies received by this AE will be anonymized with the rules given by the selected anonymization
femplate.

“Transcription”
If this option is enabled and a franscription template is selected, it is possible for users to download
Microsoft Word templates with automatically filled-in DICOM information.

1.1.7 DELIVERY OPTIONS

“Job Queue Priority”

This field defines the job queue priority when processing database jobs with this destination AE.
Database jobs with a higher priority destination AE will be processed before those jobs with a lower
priority.
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15.1.1.8 MISCELLANEOQUS

“Mark Studies as Read”
Activating this option lets iQ-WEB mark every study as read received from this AE.

"Assign Received Studies to Web Users”

This option allows the administrator to select one or more iIQ-WEB users, so that these assigned users
can access all patients, studies, series or images received from this AE, even if the assigned users
have no “View" permission to access private studies or their last and first name do not match with
either the name of the “Referring Physician’s Name” tag or the “Reading Physician’s Name” tag of
the received DICOM study.

15.1.2 REMOVE A DICOM NODE

DICOM nodes can be removed by marking them on the DICOM page and clicking the “Delete”
button.

15.1.3 HOW TO TEST DICOM COMMUNICATION

There are three simple steps to ensure that iQ-WEB is able to communicate with a remote DICOM
stafion.

Network ping fo the remote station
To ensure there is a network connection between the stations that is needed to have a DICOM
communication, the followings steps can be performed:

= Open a command line console of your Windows OS

= Enter the command “ping [IPADRESS/HOSTNAME]" where “IPADRESS” is the IP address and
"HOSTNAME" is the hostname of the remote station.

= Execute the command

In case there is no reply from the station, please check the network setup of both stations, redo the
step after the changes. In case of success, continue with step 2.

C-ECHO to the remote station

If the remote station is entered in the DICOM list of iQ-WEB, it is possible using the "Echo” link to
perform a DICOM C-ECHO. In case of failure, please check the correctness of the entered AE-Title,
IP address/hostname, port. In addition, check the firewalls of both stations whether the ports are
open. After changing, redo the step. After success, continue with step 3.

Send a Study via DICOM
The last step is to send a study from the remote station to iQ-WEB and vice versa. In case of failure,
please check the logs on the highest available level for any hints.
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15.2 HL7

ere is/are 2 HL7 Application(s) defined;

l APPLICATION FACILITY DESCRIPTION m IP ADDRESS PORT NUMBER MAXIMUM CONNECTIONS
/& N/A 10 i

[] HL7Station Facility42 192.168.0.6 5574
[] station2 Facility Description Hostname N/A 546 10 Edit

[ check all | | Delete | [ Add |

Figure 33 — HL7 Station Overview

This page is only visible in case the HL7 message listener is installed. Administrators can add, modify or
delete defined HL7 applications.

For detailed information about the supported HL7 message types and their structure, please refer to the
HL7 Conformance Statement of the current version of iQ-WEB.

15.2.1 CONFIGURE A HL7 APPLICATION

To configure a HL7 application, several values have fo be entered.

= Application name
Represents the name of the HL7 application that sends or receives the HL7 messages
= Facility
Institution where the HL7 message comes from or is sent to
= Descripfion
A short description of the HL7 application
= Hosthame
Hosthame of the HL7 application
= |P Address
IP address of the HL7 application
= Port Number
TCP port number of the HL7 application
= Maximum Number of Simultaneous Connections
Defines the maximum number of allowed connection to this HL7 application
= ORU Report Message for Newly Received DICOM Studies
If enabled, iIQ-WEB will send an HL7 ORUARO1T message to this HL7 stafion each time a new study is
received by iQ-WEB. This message contains a link to the received study in the "Observation Value”
field.

15.2.2 HOW TO TEST HL7 COMMUNICATION

To ensure a working communication between the stations, please follow the steps below:

1. Network ping to the remote station
To ensure there is a network connection between the stations that is needed to have a DICOM
communication, the followings steps can be performed:
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= Open a command line console of your Windows OS

= Enter the command "“ping [IPADRESS/HOSTNAME]” where “IPADRESS” is the IP address and
"HOSTNAME" is the hostname of the remofte station.

= Execute the command

In case there is no reply from the station, please check the network setup of both stations and redo
the step after changes. In case of success, confinue with step 2.

2. Send a message via HL7
The last step is to send a message from the remote station to iIQ-WEB and route it back. In case of
failure, please check the logs on the highest information level for any hinfts.
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16 MIGRATION

The following chapter helps to understand the different options of migrating hardware, software and
DICOM data to iQ-WEB.

Before starting, please consider that iQ-WEB registers the path to DICOM images and other Meta data
in a MySQL database. An image can only be displayed properly if the database storage path and the
physical file location match.

It is mandatory that the person performing the migration is in possession of all usernames and passwords,
e.g. a Windows administrative account, access data to the source PACS, iQ-WEB “root” and "dicom”
user password.

16.1 MIGRATION CHECKLIST

Make sure that the following list is complete prior to the beginning of the migration process. Keep in
mind that the compilation of information is a recommendation only. Nevertheless, it will be helpful to
collect all the data.

= Installation executable (MySQL and iQ-WEBX setup files)

= All mandatory usernames and passwords to access the source and target systems
Operation system account to access the server(s), e.g. Windows Administrator account
PACS account to access and, if necessary, configure the applications, e.g. iIQ-WEB/MySQL “root”
account

= Remote access (e.g. Team Viewer), if applicable

= All mandatory license information for a new iQ-WEB server and, if applicable, the previous iQ-WEB
installation
License information downloaded from the iQ-WEB (“Tools” - “Licensing”)

NOTE:
The License team will send detailed steps on how to migrate a license once a new license is ordered for
the new system.

NOTE:

Study notes and image notes have to be migrated manually. The study/image note itself is stored in the
database and can be migrated with a MySQL database backup. Attachments within study/image
notes have to be copied manually. These are stored in the upload folder that is by default located at
“{iQ-WEB installation}\PACS\php\upload”.

Please contact the Support team at any time in case of doubfts or questions about the migration.
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16.2 MYSQL DATABASE BACKUP

MySQL Community Server is a free downloadable open source database that is supported by an active
community of developers and enthusiasts. Even though we do not provide in-depth support for MySQL,
we will help with console commands and resolve arising issues related to MySQL in association with iQ-
WEB.

16.2.1 MYSQL SYNTAX EXAMPLES

By using special MySQL commands, it is possible to backup MySQL databases. For a general iQ-WEBX
installation, two databases are used, one for MySQL itself and one for iQ-WEBX.

The backup of both databases is recommended in order to keep all iQ-WEBX settings and image
records as well as the MySQL settings and created user accounts. The generated backup files can be
used to simply re-import settings and configuration into the new iQ-WEBX installafion.

The following examples show the basic MySQL commands needed to back up the databases.

Please use “cmd” to open the command prompt and navigate to the MySQL installation folder
(default: *C:\Program Files\MySQL\MySQL Server x.x\bin"). After doing that, execute the command

“mysgldump” to export the databases as shown in the following examples:

“mysgldump -u root —-p yourpassword DATABASENAME > C:\backup.sql”
(DATABASENAME is your PACS' database like “igweb” or "pacs”)

For iQ-WEBX 6.2.3f, the following command has to be used:

“mysgldump -u root - p yourpassword --all-databases --routines --triggers >

C:\backup.sqgl

Running this command with the proper values creates a backup of the specified database and stores it
as “backup.sgl” on your "C:\" drive.

In order to back up the correct databases, double check the database names by using the following
commands (executed from the same path mentioned above):

First, connect to MySQL using:  “mysql -u root -p” (enter your password),
then execute:

“show databases;”
The documentation about the "mysgldump” command can be found in the link below.
MySQL Server (version 5.5.x) http://dev.mysgl.com/doc/refman/5.5/en/mysgldump.html

Once the MySQL backups have been created, the two files can be imported by using the MySQL
command “mysql” together with the following parameter:
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“mysgl -u root -p DATABASENAME < C:\backup.sqgl”

In case all databases were dumped, as it has fo be done for iIQ-WEBX 6.2.3f, the following command
has to be used:

“mysgl -u root —-p yourpassword < C:\backup.sqgl”

Running this command will restore the content of the specified file (“C:\backup.sgl”) into the
mentioned database (“DATABASENAME").

16.3 CHANGE OF STORAGE VOLUMES

16.3.1 STORAGE TO BE ADDED TO AN EXISTING STORAGE DEVICE

A. Extending the space of a storage device

While the archive gets bigger, the currently available disk space probably should be extended. Please
follow the instructions of the storage system manufacturer to add new hard disks or to exchange hard
disks with larger ones. Once the space of the storage system has been extended, iQ-WEB will
automatically use this extended storage as long as the path to the main archive directory is kept as it
was.

Please make sure that the previously stored images are still accessible after extending the storage
system. The manufacturer of the storage system may offer instructions on how to keep the previous
content.

B. Using an additional storage device
On the other hand, an additional storage device could be added to the server. Assuming the initial
storage device has already exceeded its disk space, the path of the short term archive can simply be

changed to the newly aftached storage device.

Please consider that from now on all new images will be saved fo the new storage device. However,
examining images stored on the old storage is still possible as long as the path does not change.

Another option is to use the new storage device as the long term archive. Using this feature, iQ-WEB will
automatically move images from the short term to the long term archive according to the date the

images were received.

C. Using different storage devices/partitions for different modalities
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It is also possible to add a new storage device or to use a new partition for the purpose of storing
images of only one specified modality. In this case, a custom path will have to be entered for the
modality on the “DICOM" page. From this fime on, all images coming from this modality will be stored
on the new storage device/partition, while images from all other modalities are stored on the initial
storage device/partition which is configured for the whole PACS.

16.3.2 STORAGE MIGRATION AND REPLACEMENT

The following scenario assumes that the DICOM images are stored on a different physical drive or
storage system than the iQ-WEB or MySQL installation.

Please transfer all DICOM data to the new storage device before shutting down the old one. Make sure
to preserve the directory structure during this process.

One possible fransfer option is the simple file-based fransfer, where the archive (including subfolders)
can be copied to the new storage system, e.g. by using Windows and its integrated “Explorer”. If
necessary, access restrictions that have been changed during the copy process can be re-applied
afterwards.

Another option is the creation of an image of the current archive which will be restored afterwards on
the new storage device.

Most important, the mounted drive letter of the new storage device has fo be mounted to the value of
the old one. If a NAS is used that can be accessed via TCP/IP, it should be assigned to the old storage
system’s IP address in order to keep the migration as simple as possible.

Once this procedure has been finished, iQ-WEB will automatically use the new storage system as long as
the configured paths match the old ones.

In order to keep the downtime of iQ-WEB as low as possible, the following steps should be kept in mind:

Start a database integrity check to ensure all entries in database link to an image file.
Stop the iIQ-WEBX service in order to prevent receiving new images.

Atftach the new storage device and configure it fo be accessible like the previous device.
Once the storage device is configured properly, start the iQ-WEBX service again.

Start the migration process and transfer the images from the previous device.

ARG

Start a database integrity check when migration process is finished to ensure all entries in database
link fo an image file.

This procedure has the advantage that the server is able to receive images after a short downtime. The
drawback is that old images are not accessible as long as they are not physically available on the new
system.
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16.4 |Q-WEB TO IQ-WEB SERVER MIGRATION

16.4.1 MIGRATION TO NEW HARDWARE KEEPING EXISTING STORAGE
VOLUMES

The best way to migrate iQ-WEB to new server hardware depends on where the images are stored.
Using separate storage devices for the software itself and the images is the easiest way and may
significantly speed up the process of migration. Simply remove the devices where the images are stored
from the old hardware and attach it to the new hardware.

The first step in the process is to set up the operating system on the new hardware followed by MySQL
and iQ-WEB.

NOTE:
The License team will send detailed steps on how to migrate a license once a new license is ordered for
the new system.

The next migration steps depend on whether a backup of the MySQL database is available or not.

D. Having a backup of a MySQL database

In case there is a backup of a previous MySQL database, this can simply be re-imported into the newly
installed database system.

NOTE:
Please make sure that the same MySQL version is used for the import that has been used for the export.

Once the import is done, iIQ-WEB will operate exactly like on the old server. This includes server settings,
access to DICOM images, as well as previously created user accounts.

Please note that this method will only work by using the exact same paths on the target machine.
Especially the DICOM images have to be available at the same location as they were on the previous
server. For example, a different path to the images will be overwritten by a re-import of the MySQL
database backup and the images are not accessible by the PACS and connected client.

E. No backup of a MySQL database

If there is no backup of the previous MySQL database system, all iQ-WEB setftings as well as all user
accounts have to be set up manually. Additionally, in order to rebuild the image database, all DICOM
files need to be re-imported. This is done via the import feature of the “Tools” tab in the main web
interface menu.

NOTE:
Please consider that re-importing all images can consume a significant amount of time depending on
the total number of images that are re-imported.
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The

16.4.2 MIGRATION TO NEW HARDWARE INCLUDING NEW STORAGE
VOLUMES

MySQL migration

Having a backup of the MySQL database

In case there is a backup of a MySQL database, it can be simply re-imported fo the newly installed
database system. Once the import is done, iIQ-WEB will operate exactly like on the old server. This
includes server seftings as well as previously created user accounts.

If it is planned to fransfer the DICOM data from the old storage device to the new one via a file
based operation, the option of restoring the MySQL databases will also give instant access to the
fransferred images. Therefore, if a NAS is used, please remember to keep the previous folder
structure and drive letter or IP address.

No backup of the MySQL database

In case there is no backup of the MySQL database, all settings of iIQ-WEB as well as all user accounts
have to be set up manually. Furthermore, the DICOM images will have to be re-imported as well in
order fo completely re-build the database. Please see the following section for more details about
the import possibilities.

DICOM data migration

file-based migration option requires transferring all DICOM mages manually from the old server to

the new installation before the restore process can be started.

File based operation with a MySQL backup

In order to use the benefits of the MySQL backup, please make sure that the path to the images
remains the same on the new server after restoring the MySQL backup. If a NAS is used, the folder
structure as well as the drive letter or IP address must match the previous configuration.

Once the file transfer has been completed and the database has been restored, instant access to
the images is possible.

File based operation without a MySQL backup

If no MySQL backup is available, all DICOM images have to be re-imported from the new storage
device. This is done via the import feature of the “Tools” tab in the main web interface menu. Please
consider that a re-import can consume a significant amount of time depending on the total
number of images that are re-imported.

DICOM based operation

In order to use the DICOM based transfer, simply connect both iQ-WEB servers properly and
proceed with the required optfion mentioned below. Please note that this procedure may take a
significant amount of time depending on the number of images and the bandwidth of the network.

Using C-STORE

In order to transfer the DICOM images using the C-STORE, please select all available studies and forward
them to the new PACS. This procedure transfers the images to the new storage device and registers the
images in the database of the new iQ-WEB server.
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= Using C-MOVE
In case the C-MOVE should be used, please configure the old iQ-WEB to act as a “Query/Retrieve
SCP Server” within the new iQ-WEB installation at the “DICOM” page. Now the old PACS can be
queried from the new one and sfudies can be pulled over. This procedure fransfers the images o
the new storage device and registers the images in the database of the new iQ-WEB server.

= Using synchronization
Similar to the C-MOVE configuration, please setup the old iQ-WEB server as a “Query/Retrieve SCP
Server” within the new iQ-WEB installation and activate the synchronization feature at the “DICOM”
page. Afterwards, the new installation will initiate the synchronization with the old iQ-WEB and will
start to pull the images automatically.

16.5 ANY PACS TO IQ-WEB MIGRATION

In case it is planned to migrate images from a PACS of a different vendor, there are different options
which are described below. Please note that some options might be unavailable. The file based
migration would be fastest because there is no overhead of the DICOM communication during the
process. The images are either copied and imported or just imported into iIQ-WEB, but the import might
not work if the images are stored in a proprietary format. Even though the DICOM based migration is
slower, it might solve such incompatibilities. Please note that additional limitations might apply fo the
DICOM based migration such as a limited number of studies that can be transferred at once.

16.5.1 FILE ACCESS TO PREVIOUS PACS OR STORAGE SYSTEM

If there is access to the images that have been stored by the previous PACS server, the images can
simply be copied to the new iQ-WEB server or kept in the current storage system and registered to the
iQ-WEB.

Afterwards, start an import job in iQ-WEB in order to import all images from their new or previous
location. This is done via the import feature of the “Tools” tab in the main web interface menu. Please
consider that the import can consume a significant amount of fime depending on the total number of
images that are imported.

16.5.2 DICOM ACCESS TO PREVIOUS PACS

If there is (DICOM) access to the PACS itself, the usual DICOM communication possibilities can be used
in order to transfer the images to iQ-WEB. Depending on the access possibilities and the general opfions,
different ways can be used. For example, if it is not possible to add iQ-WEB into the configuration of the
previous PACS in order to allow the communication, the details of another, already configured, station
can be used temporarily.

For more information about the possible functions, please consult the DICOM Conformance Statement
and compare it to iQ-WEB.
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= C-STORE
If it is possible to add iIQ-WEB as a new DICOM node within the previous PACS, all images can be
simply fransferred to iQ-WEB using C-STORE. Depending on the possibilities that are offered, studies
may be transferred all at once orin smaller porfions.

= C-FIND and C-MOVE
iQ-WEB can be used tfo manually search (C-FIND) for the studies that are stored on the previous
PACS and transfer them (C-MOVE) to iQ-WEB. To enable this possibility in iQ-WEB, configure the
PACS as a “Query/Retrieve SCP Server”.

= Synchronization
Similar to “C-FIND and C-MOVE" is the approach to use the synchronization feature offered by iQ-
WEB. Instead of manually searching for studies, the synchronization automatically queries the
remote station and refrieves studies.

16.6 VIRTUALIZED ENVIRONMENT

Using a virfualized environment probably represents the most sophisticated solution of all. A virtual
machine containing iIQ-WEB and the MySQL database is stored as a single file on a storage system
together with the DICOM files. The virtual machine technology makes it possible to run this virtual
machine in any server hardware. There is no need fo reinstall any software or to reconnect to the data
as long as Windows points fo the DICOM files directly those either are stored within the virtual
environment or on external storage devices. For general advices about using iIQ-WEB in virtualized
environment, please refer to section 18.6 “Virtualization environment & Distributed systems™.

The migration of another PACS installation to iQ-WEB on a virftual machine works in the same way as the
migration to a dedicated physical server. Please refer to the respective section within this document.

16.7 KNOWN ISSUES

= |mport jobis shown in the “Job Status” page, but it does nof start
The iIQ-WEB license is eventually expired or is not valid anymore. Please check the log files of iQ-WEB
for more information.

= Moving images stops at a certain amount of images
The newly installed iQ-WEB is still running as a trial license, thus it has a limit of 1,000,000 images. To
proceed with the migration, please order a full license for the new server and continue the import
after the full license has been applied.

= |mport job is not showing progress percentage
The amount of DICOM images is probably very big. Therefore, importing such an amount will take a
very long time. Simply refresh the job status page after several hours passed. Also, the big import job
should be split in several smaller jobs by importing single directory only. Additionally, check the log
of iQ-WEB in order to check the progress. Please access the log files directly from the file system,
because several files may have been created.
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17 TRANSLATION

The default language of iIQ-WEB is English. As mentioned in paragraph 14.2.3 “Global seftings” the
administrator can customize tfranslation of iQ-WEB. If the bundled languages English, German, Spanish
and Russian are not appropriate for the use case, administrators can specify a custom language. This
chapter will describe the customization procedure and the toolsets for the 2 following scenarios.

A. Adopt the existing bundled language files and change some entries.
B. Create a completely new language file to support a not bundled language.

17.1 TRANSLATION TOOLSET

The translation mechanism of iQ-WEB is based on the PHP extension named “getText”. All translatable
strings of iIQ-WEB will be extracted out of the source by this extension. A translation project file with
"*po” file extension will be created which a translator can use to translate. Please find more details
about franslation projects in the following section.

To start a translation you need the following prerequisite software to open and edit translation projects
and create translations for iQ-WEB:

= PHP extension "getText”
This extension has to be enabled in the PHP configuration to make iQ-WEB franslation possible. This is
done by default installation process.

=  Poedit
Tool for editing “*.po" translation project files and generating “*.mo” translation files for iQ-WEB.

NOTE:
Poedit is 3rd-party software which is freeware and is not included in the installation package of iQ-WEB.
To install please download it at: http://www.poedit.net/

The Figure 34 shows an overview of the Poedit GUI fo explain terms used in the following sections. The
GUI consists of 5 parts

Menu bar
Toolbar
Overview table
Translation input
Status bar

oMb =
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1
7@; Update %}Fm}l %Commem 2]

Source text Translation

%d Day[s)
%d failed job[s). Failed job(s) will be deleted after a pesiod of 2.
%d matche(s] found

%d most recentlp received accessible study(ies):%s

%d Note(s) and %d Attachment(s)

%d pending job[s).

Zd pending or failed job[s) Failed job[s) will be deleted after a.__
%d records imported from file: %s on %s

%d submitted job{s) to run at a later time.

%d submitted job{s) to run immediately.

%d worklist record(s) imported from %d files

Zs (ID: %s5)

%3 - Image Note Information

%s - Image Notes

Source text:
%d Dayls)

‘ % translated, 2433 strings (2433 not translated)

Figure 34 — Poedit GUI Overview

17.2 TRANSLATION PROJECTS

iQ-WEB is bundled with a set of franslation projects to give the administrator the opportunity fo
customize the franslation. These translation projects are containing all translatable strings of iIQ-WEB, iQ-
WEB2GO, iQ-WEBX WADO. iQ-X provides no translation options and is limited to an English user interface.
(Please refer to iQ-X Administration Guide for details.)

iQ-WEB translation projects with the file extension "*.po” are located in iQ-WEB installation folder. The
subfolder is named “Language” and contains the following franslation projects:

= “Custom”
This translation project is for realizing custom translations which are not bundled with iQ-WEB.
= “Empty”
This translation project is a reference project with no translation for backup purpose.
= "German”
This translation project is for customization of bundled German translation.
= "Russian”
This translation project is for customization of bundled Russian translation.
= “Spanish”
This translation project is for customization of bundled Spanish translation.

NOTE:
Translation projects of iQ-WEBX version 6.3.8 include all translatable strings of iQ-WEB2GQO version 1.1.0
and iQ-WEBX WADO version 3.1.0 and are not fully compatible with prior versions. If you apply franslation
files not compatible with the targeted version, the franslation might not be complete.
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17.3 TRANSLATION WORKFLOW

This section explains creating a custom franslation for iQ-WEB. Starting point of the example workflow is
the bundled “Custom” translation project. The same procedure can be applied when customizing one
of the other bundled translation projects to modify bundled translations.

1. Choose alanguage iQ-WEBX shall be translated to.
(E.g. French)
2. Open the “"Custom” translation project in Poedit.
3. Setup Catalog properties to values matching the chosen language.
You can enter this setting in Poedit via the menu bar entry called “Catalogue™.
As shown in Figure 35 the following values can be changed where the numbered ones are essential
for a correct and working iQ-WEB franslation:

= "Project name and version”
This value can be changed but it's recommended to choose appropriate value to identify
version and project of the translation.
= “Team”
This value can be changed and is infended to identify translation team.
= "Team’s e-mail address”
This value can be changed and is infended to identify franslation team contact.
= "Language”
Value has to be of following structure:
[2 digit language code according to ISO 639]-[2 digit country code according to ISO 31646]
(E.g. fr-fr, po-bor)
= “Charset”
Value has to be a charset which is capable of representing chosen language. It also has to
matfch charset configuration of iQ-WEB. (Please refer to: 14.2.3 "Global seftings”)
= "Source code charset”
Value has to be always UTF-8.

Translation properties |SOIJICE paths | Sources keym[ds|

Project name and version:  iQ-WEBX6.3.x

Team: IS

Team's e-mail address:  info@image-systems.biz

( 1 Language: fr-fr

(2 Charset:  iso-8859-1

( 3 Source code charset: | UTF-8 (recommended)l

Plural Forms:

Learn about plural forms

[ ok || conce |

Figure 35 — Poedit catalogue properties
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4. Translate all phrases listed in the overview table by selecting each of them and enter a franslation
for the current selected source text in the franslation input. The status bar will provide an overall
status of the translation. Translating personal can also provide explaining comments for each entry if
needed.

NOTE:
The following special symbols in source text have to be preserved in franslation:
%s, %d, %08x, \", ', \\', A
Position of special symbols can be changed but order of multiple occurrences has to be preserved.

NOTE:
Translations that are marked as fuzzy are not included in generated translation file and will remain in
original English language.

NOTE:
Empty translation entries will remain in original English language.

5. Save franslafion project with the franslation. To save please use the corresponding menu bar or
toolbar entry of Poedit. Poedit is configured by default to generate language files with “*.mo” file
extension automatically when saving project files. These are located in the same folder where the
project files are stored in.

6. Copy the generated language file to the corresponding location in the iQ-WEB installation folder.

= ‘"custom.mo” to [IQ-WEB installation] \PACS\php\locale\custom\LC_MESSAGES
= ‘“de_de.mo” to [iQ-WEB installation]\PACS\php\locale\de_de\LC_MESSAGES

= "ru_ru.mo” to [iIQ-WEB installation] \PACS\php\locale\ru_ru\LC_MESSAGES

= ‘"es_es.mo” to [iIQ-WEB installation]\PACS\php\locale\es_es\LC_MESSAGES

= ‘“en_en.mo” to [IQ-WEB installation] \PACS\php\locale\en_en\LC_MESSAGES

7. Configure the cormresponding language in iQ-WEB web interface logged in as administrator
account. (Please refer to 14.2.3 “Global settings”)
8. Verify completeness and correctness of the franslation by using a user account.
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18 TROUBLESHOOTING

This chapter explains administrative tasks that might be necessary to resolve issues during normal
operations of iIQ-WEB.

18.1 WEBSERVER DEBUGGING

During operation or configuration of iQ-WEB it might necessary to resolve the following issues with the
Apache webserver with its PHP extension:

Invalid configuration results in non-starting Apache service

Web interface is not accessible for client browsers

The following actions may help locating the origin of the issue and creating specific support request.

1.

> wDd

Increase the level of log output

Locate the "LoglLevel” string in the httpd.conf and set to a higher level of error reporting
Possible values include: “debug”, “info”, “notice”, “warn”, “error”, “crit”, “alert”, “emerg” where
“debug” represents the maximum level of output into log file.

Locate the “error_reporting” string in the php.ini and set to a higher level of error reporting
Possible values are explained in the comments section of the file where "E_ALL | E_STRICT”

represents the maximum level of output into log file.

Restart the Apache webserver after saving the changes to Apache and PHP configurations.
Try to reproduce the issue to ensure that the issue is documented in log files.
Locate and investigate the following log files:

Apache Accesslog - Documents all requests to the webserver and its result state.

It's located at: [IQ-WEB installation folder]\Apache\logs\access.YYYY-MM-DD.log

Apache ErrorLog - Documents all operation status information of the webserver and its modules
according to configured log level.

It's located at: [IQ-WEB installation folder]\Apache\logs\errors.YYYY-MM-DD.log

PHP ErrorLog - Documents all occurring errors of the PHP runtime according fo configured log
level.

It's located at: [IQ-WEB installation folder]\Apache\logs\php_errors.log

NOTE:
Apache Log-Files are configured to contain daily content.

iQ-WEB 6.3.8 Administration Guide PUB INT EN — 006R 90



18.2 DATABASE DEBUGGING

During operation or configuration of iQ-WEB it might possible to resolve the following issue with the
Apache webserver with its PHP extension:

= Invalid configuration results in non-starfing MySQL service

= iQ-WEB is notifying that a connection to the MySQL database cannot be established
= MySQL service consumes a lot of resources and processing fime during operations

= iQ-WEB is slowing down due to long MySQL response times

The following actions may help locating the origin of the issue and creating specific support request.

1. Enable the different logging stages of MySQL
= Locate the following strings in the my.ini and set ifs.

log-output=FILE

log-error=" MySQL error.log "
general-log=1

general log_file="MySQL.log"
slow-query-log=1
slow_query log file="MySQL_slow.log"
long_query time=10

= The section “Emor Logging” allows specifying a filename where MySQL logs status messages
about error, warning and nofices.

= The section starting “general-log” allows enabling the general query log of MySQL by setting its
value to 1 and specifying a filename for “"general_log_file". The resulting log contains all query
made in all database connections fo the server.

= The section starting “slow-query-log” allows enabling the slow query log of MySQL by setting its
value to 1 and specifying a filename for “slow_query_log_file". The resulting log contains all slow
query made in all database connections fo the server if the response time of the system
exceeds the "long_query_time” value (seconds).

2. Restart the MySQL service after saving the changes to MySQL configuration.
3. Try to reproduce the issue fo ensure that the issue is documented in log files.

= Locate and investigate the log files named like configured in the MySQL configuration located
at the MySQL data directory.

For a detailed description of the logging settings in the MySQL configuration, please refer to the
documentation of the official site “http://dev.mysgl.com/doc/#manual”.
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18.3 IQ-WEB DEBUGGING

During operation or configuration of iQ-WEB it might necessary fo resolve the following issues:

= Invalid configuration results in non-starting iQ-WEB
DICOM/HL7 communication is interrupted of fails
= General Application errors occur

= License errors of the iQ-WEB license occur.

The following actions may help locating the origin of the issue and creating specific support request.

1. Increase the level of log output
= Loginto iQ-WEB as administrator or “root” user.
= Go to the "Tools” tab page and locate the section “System” in the iQ-WEB web interface and
switch log level to “Debug” as shown in section 13.3.1.2 "iQ-WEB".

2. Try to reproduce the issue to ensure that the issue is documented in log files.

3. View the interactive general log in the iQ-WEB web interface or locate and investigate the log files
of the current day at the configured log path in a subfolder named like the AE-Title configured for
iQ-WEB. (5.4.1 "DICOM specific configuration”). This log contains operation state information and
information about DICOM communication on a daily basis and is named to match the following
pattern: iQ-WEBX-[Weekday].log. The log folder also contains several other exira log files for special
purposes like HL7, Email notifications, purging and auto convert information.

NOTE:
iQ-WEB Log-Files are configured to contain daily content and are spitted if they exceed a default size
limit of T00MB. If the log exceeds this limit new numbered files will be created to continue log in.

18.4 DICOM/HL7 DEBUGGING

This section contains a checklist which is recommended to perform o frack DICOM and HL7 connection
issues with iQ-WEB as a participant.

1. To exclude any general network issue as the origin of a DICOM and HL7 issue please follow advices
in section 18.5.3 “Network™.

2. Verify a valid license is installed for iQ-WEB.

3. Verify all network adaptors used for communication are running and correctly installed.
In case of wired connections verify correct connection of cables.

4. Verify correctness of all AE-Title and port configurations of all participant nodes that are used and
send a DICOM ECHO in all communication directions.
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For details about DICOM or HL7 compliance of iQ-WEB please refer to the documents named DICOM
Conformance Statement and HL7 Conformance Statement contained in the iQ-WEB installation.

18.5 INTEGRATION

18.5.1 TRANSCRIPTION

Setup transcription feature of iIQ-WEB requires a few prerequisite steps to take to ensure full functionality.

1. Alicensed copy of Microsoft Word Version 2003 or above have to be installed on the machine iQ-
WEB is installed on with COM/OLE automation feature enabled.

2. The PHP extension "com_dotnet” has to be enabled in PHP configuration. To achieve that please
follow the following steps:
= Open the “php.ini” configuration file an locate the last call similar to the pattern “extension=".
= Add line "extension=php_com_dotnet.dll” below the last entry, if not already exists. By default
iQ-WEB already adds this line.
= Add following lines to configure the extension correctly, if not already exists.

[COM]

com.allow dcom = true

com.autoregister typelib = true

Due to the fact that the iQ-WEB server is using Microsoft Word by default in “System” user context and
the user rights management some machines may show up the following issue:

= |f the transcriptfion feature is used by clients several Word processes are started and left open.
To solve this issue it is necessary fo log into the Windows server machine as an administrator and create
a "Desktop” named folder in the following Microsoft Windows system folders:

= %BWINDOWS%\System32\config\systemprofile
= %BWINDOWS%\SysWOWé4\ config\systemprofile

18.5.2 DATA CONSISTENCY

To ensure data consistency of DICOM data delivered to iQ-WEB from various source there are the
following opftions to perform several correction task:

NOTE:
A general advice to effectively achieve data consistency in a PACS like iQ-WEB is to configure DICOM
modalities and other DICOM application entities in a consistent manner and test configuration with
sample data of the intended use case.
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1.

Receiving DICOM data that does not contain or contain an empty tag Patient ID (0010,0020) can
lead to some empty views in iQ-WEB. To solve this issue iQ-WEB offers an advanced configuration.
Please add the following registry key to iQ-WEB registry structure.

[LM_SOFTWARE]J\IMAGE Information Systems Ltd. \iQ-WEBX\[AE-Title]

“ReplaceNullPatientld” with value 1(Type: RegDWORD 32bit)

This replaces the empty or missing tag with the value of the tag Study Instance UID (0020,000D)
which is mandatory according to the DICOM standard. Please refer to section 8 “Registry structure”
for more details about iIQ-WEB registry structure.

iQ-WEB also offers the coercion feature to correct DICOM data according to configured rules.
For detailed information about how to use the coercion feature please refer to the user manual
document of iQ-WEB.

Another way of correcting patient and study metadata is the Patient- and Study-reconciliation
feature. It corrects the data in comparison fo a DICOM modality worklist. For detailed information
please refer to section 14.2.6 “Worklist” and the user manual document of iQ-WEB.

The most flexible and performant way fo correct DICOM data according to configured rules is the
product iQ-ROUTER which can be sef up to act as an intermediate link between sending DICOM
station and iQ-WEB.

NOTE:

iQ-WEB also offers a tool to investigate raw header data of DICOM data sets. User can navigate to the
images view in the web interface and inspect an overview or detailed header dump of the selected

DICOM dataset. This a powerful tool to verify consistency of DICOM data.

18.5.3 NETWORK

This section contains advices for infegrating iQ-WEB into a network environment and help debugging

occurring issues.

To identify any network issue please refer to logs of all participant DICOM/HL7 software. For iQ-WEBX
log usage please refer to sections 18.1 "Webserver debugging”, 18.2 "Database debugging”, 18.3
"iQ-WEB debugging”. Please check the logs on the highest available level for any hints.

To check the network configuratfion of all participant machines it is possible to use the Windows
command line tool “ipconfig”. There hostname and IP and subnet configurations can be validated
to match iQ-WEB configuration.

It is recommended to use the Windows command line tools “ping” and “telnet” to check if IP,
hostname and Port configuration is valid and no intermediate network node is interrupting network
communication.
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It is recommended to check the server machines firewall configuration to ensure working network
communication. The following rules are recommended to be set up on the iIQ-WEB server machine:

= Allow incoming and outgoing TCP connection for the configured DICOM Port
(default: 1234)

= Allow incoming and outgoing TCP connection for the configured HL7 Port
(default: 7777)

= Allow incoming and outgoing TCP connection for the configured web interface Port
(default http: 80 or default https: 443)

= Allow incoming and outgoing TCP connection for the MySQL Port
This is only necessary if database is installed on a separate machine.
(default: 3306)

NOTE:
The only allowed incoming and outgoing TCP connection on client machines should be the web
interface Port.

If hostnames are used instead of fixed IP addresses throughout the iQ-WEB configuration. Please
ensure DNS server response times are low and response is always accurate. Otherwise iQ-WEB
maximum performance cannot be guaranteed.

If you are using IPv4 or hybrid IPvé/IPv4 networks there might be delays when accessing web
interface directly at the server machine iQ-WEB is installed on. If this issue occurs it may be solved by
changing the Windows host file configuration of the server machine to directly map IP address
127.0.0.1 to hostname “localhost™.

For detailed instruction please contact your local IT administrative personal.
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18.6 VIRTUALIZATION ENVIRONMENT & DISTRIBUTED SYSTEMS

Modern operating systems offer the capability to run them in virtualized environment. This can help to
make maintenance and backup fasks more reliable and easy fo achieve. iQ-WEB itself also offers the
opportunity to spatfe several parts of its own onto multiple machines. (e.g. Put iQ-WEB installation and
DICOM storage on two separate machines.) In this section this topic and its advantages and
disadvantages are discussed to derive some general advices.

The main advantage of virtual machines is the independence of the physical environment. Even Linux
may run on the host system together with the virtual environment, but Windows is required as the virtual
machine for iIQ-WEB. Working with a cluster of servers as the host, the virtual environment is even more
reliable and hardware changes are possible almost without any PACS downtime. With the possibility of
creating snapshots of virtual machines, those systems offer integrated backup solutions.

Please keep in mind that the host system for the virtual machine has to be more powerful than a
dedicated server, because at least two operating systems are running on the same hardware. They are
sharing resources like disk-space and 10 times, RAM, CPU time and network capacity. This becomes
even more critical in cases where multiple virftual machines are sharing the same physical hardware. It is
also important to keep in mind that if components like database, storage and iQ-WEB installation are
distributed over mulliple machines, there will be an additional high work load on the network
infrastructure in-between them in addition to the normal traffic on this network to serve the clients.

Because of this hardware sharing, the use of virtual machines may not be recommended for an
installation with lots of DICOM ftraffic, unless the host is powerful enough to serve all storage and retrieve
requests within a reasonable time.

18.7 THUMBNAIL & IMAGE GENERATION

iQ-WEB modules is extracting thumbnails and full resolution images out of the raw DICOM files in @
format convenient for web interfaces. These data is used in the following places:
= iQ-WEB image view, online image processing view, image matrix view
(Refer to iQ-WEB User Manual Document)
= iQ-X thumbnail bar (Refer to iQ-X User Manual Document)
= iQ-WEB2GO series page, image page (Refer to iQ-WEB2GO User Manual Document)

Due to a large variety of DICOM image data compressed in different formats, it might occur that iQ-
WEB is not able to extract the data due to compatibly issues with used data storage algorithms. The
following steps show how to identify this issue and help to debug for the reason.

Navigate to the mentioned image view an error sign should appear instead of a preview image.
To get information about generation error a text appears if you move the mouse cursor over the image
that displays an error description.

NOTE:
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This method of identifying the issue also works in case iQ-X module doesn’t show correct images in
thumbnail bar and iIQ-WEB2GO module doesn’t show images on ifs pages.

If the error is related to the image and compression format please refer to the document Medical
Image Data Compression Guide Flyer for detailed information.
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18.8 LICENSE TROUBLESHOOTING

This sections describes how identify issue with licenses of iIQ-WEB and its module.

18.8.1 CORE LICENSE

An invalid iQ-WEB core license can be recognized by the following occurring events and states:

= Windows Event Viewer for applications contains an error message when (re)starting iQ-WEBX
service. "Invalid license information or license has expired”

= Windows process manager contains fewer processes containing the name "“iQ-WEBX" as expected.
In case of a valid license the following process should be visible:
= "iQ-WEBXSrv.exe"
= "iQ-WEBX.exe"
= “iQ-WEBXHL7.exe" (if HL7 feature of iQ-WEB is enabled)

= No DICOM connection can be established from or to iQ-WEB (except C-ECHO).

= iQ-WEB interface footer contains an expiration warning.

NOTE:
If an administrative Email address and a SMTP server are set up correctly, iQ-WEB will send license
expiration warnings.
(Please refer to 14.2.3 “"Global settings” and 14.3 “Email” for configuration.)

Reasons for invalidated iQ-WEB core licenses could be the following ones:

= License exceeds its limitations
= Time limitation (if Trial or Demo)
= Number of images (if Trial)
= Number of AE-Titles
= Number of installed instances (default: 1)
= License file was not installed correctly
= Wrong type of license was ordered
= To many hardware components of the machine changed
= Network configuration of the machine changed
= Time or date of the machine was changed

For detailed insfructions or help on licensing issues please contact your local distributor or
license@image-systems.biz.

18.8.2 IQ-X LICENSE

An invalid iQ-X license can be recognized by the following occurring events and states:

= Affer log into iQ-WEB web inferface the “EasyWEB” page is not opened. In addition to that it is not
possible to access the "EasyWEB" page at all.

= “EasyWEB" page and other "Views" do not show up with an enabled button labeled “Show”

= “EasyWEB" page do not show up with the ““® " jcon for each study.
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= |{Q-X REPORT EDITOR cannot be opened in iQ-X
= Affter navigating the iQ-WEB web interface to page “Tools” explained section 13.4 “Licensing”, the
corresponding Ul section contains information about license expiration.

NOTE:

In case iQ-X is used with concurrent licensing. Users might not be able to log in if the number of current
active users exceeds the number of concurrent users in the license. This does not invalidate the license!
As soon as the number of active users drops below the limit login will be possible again. For extending
the number of concurrent users, please contact your distributor or license @mage-systems.biz

Reasons for invalidated iQ-X licenses could be the following ones:

= Licenses exceeds their limitations
= Time limitation (if Trial or Demo)
= License file was not installed correctly
= Wrong type of license was ordered
= To many hardware components of the machine changed
= Time or date of the machine was changed

For detailed instruction or help on licensing issue please contact your local distributor or license@image-
systems.biz.

18.8.3 IQ-WEB2GO, IQ-WEBX WADO LICENSE

The iQ-WEB modules iQ-WEB2GO and iQ-WEBX WADO rely on the same license mechanism. An invalid
license for these modules can be recognized by the following occurring events and states:

= |f user tries to access the following feature pages of the module a white page or error message
appear.
= WADO link generator of iQ-WEBX WADO is not accessible
= WADO calls to iQ-WEB lead to above described behavior
= The login to iIQ-WEB2GO is working

= Affer navigating the iQ-WEB web interface to page "Tools” explained section 13.4 “Licensing”, the
corresponding Ul section contains information about license expiration.

Reasons for invalidated iQ-WEB2GO and iQ-WEBX WADO licenses could be the following ones:

= Licenses exceeds their limitations
= Time limitation (if Trial or Demo)
= License file was not installed correctly
= PHP configuration doesn’t contain the required Sourceguardian extension

NOTE:
To proof that Sourceguardian configuration is working correctly please navigate to the “Tools” 2>
“System" subsection of the GUI and access the link next to the Apache status display.
(Please refer to 13.3.1.1 “Apache” for details.)
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= To many hardware components of the machine changed
= Network configuration of the machine changed
= Time or date of the machine was changed

For detailed instruction or help on licensing issue please contact your local distributor or license@image-
systems.biz.

18.9 NETWORK TROUBLESHOOTING

iQ-WEB and it's components strongly rely on provided network infrastructure. So inconsistently
configured or undersized network configurations may lead to delays when using iIQ-WEB and its
components and modules. This section will mark technics to identify and fix common issues with network
architectures.

18.9.1 HOSTNAME RESOLUTION

iQ-WEB strongly relies on a fully hostname resolution in the network it is working in. This applies to the
server and client and is especially important in hosthame based features like the iQ-VIEW call.
Inconsistent DNS configuration can result in delays when using iQ-WEB. To identify such issues please
follow the below instructions and contact the local IT administrators.

= Please open a windows command line inferface on a client machine which is experiencing delays.

= Get the hosthame by executing the following command:

“hostname”

= Resolve the IP address of this host by the following command and measure the time:
“nslookup MY CLIENT HOSTNAME”
If the delay equals the same delay of iQ-WEB there is a timeout issue with your local DNS service.

= Please repeat command with the hostname of the server machine and measure time.
“nslookup MY SERVER HOSTNAME”
If the delay equals the same delay of iQ-WEB there is a timeout issue with your local DNS service.

= Compare response time when executing the ping command to the iQ-WEB server once using
Hostname and once using IP address.
“ping MY SERVER HOSTNAME”
“ping MY SERVER IP”
If there is a time difference between both ping response times in the order of magnitude of the
experienced delay there is a timeout issue with your local DNS service
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18.9.2 IPV6 COMPATIBILITY

Currently iQ-WEB and its components are not fully IPvé compliant. So a working IPv4 configuration is
mandatory to use iIQ-WEB. Due to the fact that modern operating systems like Windows 8 and Windows
Server 2012 and above prepare IPvé as primary network interface iQ-WEB instances installed on such
systems may experience delays accessing web interfaces in browser.

To solve this delay issues on the mentioned operating systems please follow the following steps on the
iQ-WEB server machine where MySQL is installed on:

= Please stop the Apache, iQ-WEBX and MySQL services in this order.
= Please locate the MySQL configuration file.
The default location of “my.ini"” in 32bit MySQL is: C:\Program Files (X86)\MySQL\MySQL Server 5.5)

The default location of “my.ini" in 64bit MySQL is: C:\Program Files\MySQL\MySQL Server 5.5)

= Please open the file in a text editor and locate the “Server Section” marked with the following string:
A\Y [mysqld] ”

= Below this section please add the following option in a new line:
“bind-address=::"

= Please save and close the file.

= Please start the MySQL, iQ-WEBX and Apache services in this order.

= Please verify working state of iQ-WEB by log info the web interface and check current log display.

iQ-WEB 6.3.8 Administration Guide PUB INT EN — 006R 101



19 ABBREVIATIONS AND ACRONYMS

ABBREVIATION MEANING

AE Application Entity

AET Application Enfity Title

C-ECHO DICOM command for verifying the DICOM connection between
devices

C-FIND DICOM command for search of studies

C-MOVE DICOM command for move of studies

COM Component Object Model, is a binary-interface standard for software
by Microsoft

CPU Central Processing Unit

DHCP Dynamic Host Configuration Protocol

DICOM Digital Imaging and Communication in Medicine

DNS Domain Name System

GUI Graphical User Interface

HIPAA Health Insurance Portability and Accountability Act

HIS Hospital Information System

HTML Hyper-Text Mark-up Language

HTTP Hyper Text Transfer Protocol

ID |dentfifier

(@) Input-Output

IP Internet Protocol

IPv4 Internet Protocol version 4

Ipvé Internet Protocol version é

MOVE SCU C-Move as Service Class User

NEMA National Electrical Manufacturers Association

OLE Is an inter-process communication mechanism created by Microsoft

PACS Picture Archiving and Communication System

PHP PHP: Hypertext Preprocessor

Q/R SCP Query/Retrieve as Service Class Provider

Q/R SCU Query/Retrieve as Service Class User

RAM Random Access Memory

RIS Radiology Information System

SCP Service Class Provider

SCU Service Class User

SSL Secure Sockets Layer

STORE SCP DICOM store as Service Class Provider

STORE SCU DICOM store as Service Class User

STORAGE COMMITMENT SCP

DICOM store as Service Class Provider

STORE COMMITMENT SCU

DICOM store as Service Class User

TCP Transmission Control Protocol
Ul Graphical User Interface
UID Unique identfifier
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