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1 INTRODUCTION

This document describes a possible configuration of a server that allows the distribution of iQ-X without the
need to install it manually on all client computers and it is not necessary to have Administrator rights for the
installation.

This description is based on an example domain with one Windows Server 2008 computer as the domain
confroller.

For the setup of the automatic iQ-X installation using a Windows Server 2003 as the domain confroller, please
use the Installation Guide for Server 2003 "iQ-X 2 2 0 Domain Installation Guide for Windows Server 2003 INT EN —
001R.doc”.

Please note that the configuration might be different on your server/domain environment and it might be
necessary to use a different configuration. If you are using another tool or method for distributing software
within your network, you may use it for the iQ-X distribution as well and ignore the following hints.

1.1 Dependencies

This domain installation package of the iQ-X module has the following version dependencies on other
products:

MSI package iQ-X module iQ-WEBX main product

2.2.0 220 6.2.3f
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2 CONFIGURATION

1. Create a shared directory within the network

o Allow af least the "Read” access for those computers where iQ-X shall be installed
o Copy the "iQ-X Web Viewer for iQ-WEBX.msi” package into this shared directory

* Local Disk (C:)

mvﬁ - Computer ~ Local Disk (C:) =

Organize v ., Open Incudeinlbrary v  Sharewith v  New folder &=~ M ®
¢ Favorites el IDBEMH type; b I I
B Desktop 1. Perflogs 13.07.2009 20:20 File folder
8 Downloads |, Program Files 20.02.201202:45  File folder
] Recent Places || Program Files (x86) 20.02.201202:45  File folder
=5 Libraries . Users 20.02.2012 11:38 File folder
Docamaits JJ Windows 20.02.2012 02:56 File folder
J Music B instal 20 3 File folder
[&5] Pictures
. Wideos " install Properties

8 Computer General Shang | Secuty | Previous s '
: B_permissions for install T

€l Network ---A, F:::d forkekt ] ¥ Share this folder SxaePemisiaml
' L Shared ~Settings Group or user names:
Network Path: Share name: [ 82 Domain Compters (TST\Domain Computers)
\\W2K8\instal [instal 2, Everyone
Share... | Add | Remoye I
Limit the number of simultaneous users
Advanced Sharing———
St custom pemasiors. creste bt | conments: Fanove |
advanced sharing options. ,.F s x = e
install State: 25 Shared % Advanced Sharing... I B o O
" File folder Date modified: 20.02.2012
— Change m] O
Permissions I Caching I Read O
w‘m S iss|
Close l Cancel I Apply I oK I I —
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2. Create the Group Policy Object (GPO) in the “Group Policy Management” console
o Right click on the Organization Unit (OU), select “Create a GPO in this domain, and Link it
here...” and type in the name

o Youmay use a separate “Organizational Unit” for deploying the new Group Policy

@ Fle Acton View Favorites Window Help

I EIEEELE

El &, Group Policy Management
=] A Forest: TST.root
= [ Domains

&1 Ac Li*mE)dsfng@O...
5] De Block Inheritance

[] Console Root TSTroot

Linked Group Policy Obiects | Group Policy Inhertance | Delegation |

: |l‘lk0|der“

= Create a GPO in this domain, and Link it here...

B 36
BZW

st seach.

¥ GroupPoli  Remove

[ Sites Change Domain Controller...

[ Group Poii Active Directory Users and Computers...

New Taskpad View...

Refresh.

2.. TSTroot

| Enforced | Link Enabled | GPO Status | WMI Fiter | Modfied | Domain |
No Yes Enabled None 20022..

|Create a GPO in this domain and link it to this container
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o CI
o Add the “Domain Computers” group to the “Security Filtering”

ick the “Group Policy Objects” button and select the “Scope” tab

= Console1 - [Console Root\Group Policy Management\Forest: TST.root\Domains\TST.root \Group Policy Objects\iQ-X Rollout]

=
i Fle Acton View Favorites Window Help | =181
L A el |
(] Console Root iQ-X Rollout Actions
= |2 Group Policy Management -
= £\ Forest: TST.root Scope | Detas | Setngs | Delegation | QX Rollout a
£ [ Domains Links More Actions »
& g TST.root Display links in this location: S
] Default Domain Poiicy ITST o0t 1|
2/ QX Rollout The following sites, domains, and OUs are linked to this GPO:
% o ot beceten I e L
{
B restricted users ﬁTST.md No Yes TST root
= (5 Group Policy Objects
|Z] Default Domain Controlle
L=/ Default Domain Policy
— 4
(3] Starter GPOs !
[ Sites s =
4% Group Policy Modeling £ H 2 o o
:{:ﬁ Group Policy Results The settings in this GPO ly apply groups, users, and
Name ~ [
92 Authenticated Users
Domz (TS
WMI Filtering
This GPQ is linked to the following WMI fitter:
|<none> j Gpen |
< B

o Click on “Edit" to edit the new Group Policy

o Exp

and the free “Computer Configuration” > “Software Settings”

o Right click the “Software Installation” option and select “New" > “Package”

= Consolel - [Console Root\Group Policy Management\Forest: TST.root\Domains\TST.root ]
& Fle Acton View Favorites Window Help

«$| - el |
|~ Consol

= G
° 3 Aleslmit

=

T
E Group Policy Management Editor

File Acton View Help
= | H

1=/ iQX Rollout [W2K8.TST.ROOT] Pol

=] &% Computer Configuration
=[] Polides

=l [ ] Software Settings

B iQ-X Rollout [W2K8.TST.ROOT] Policy

Select an item to view its description. Name
& Computer Configuration
%, User Configuration

[7] Administ Paste
|| preferences

B 4®, User Configurati —————
[ Policies
|| Preferences
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Select the "iQ-X Web Viewer for iQ-WEBX.msi"” package from the shared directory you've

created above (Important: the directory has to be accessed via UNC path)

e]
|4~ Network + w28 ~ install el
Organize v  New folder =~ 0 @
T Name - | Date modified [ ype | size | I
- Desktop X Web Viewer for iQ-WEBX 25.01.2012 07:08 Windows Installer P... 8.¢
& Downloads

‘2l Recent Places

4 Libraries
Documents
@) Music
[&5] Pictures

B2 videos

1% Computer
;I IWindows Installer packages (’.r;l

€ Network
Cancel I

Open

File name: |iQ-X Web Viewer for iQ-WEBX

Z

o Select the “Assigned” option
Select deployment method:

€ Published

& Assigned

" Advanced

[ oK
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e}
e}
e}
e}

E Group Policy Management Editor

_Fie | acton _vew _riep

Right click on the new assigned Package Object and select “Properties”
Click on the “Security” tab and add “Domain Computers” and assign the “"Read” privilege
Click on the “Advanced” tab and select “Domain Computers and click “Edit"”

Assign the “List Contents”, “Read All Properties” and “Read Permissions” privileges

€9 |zEEd=zHE

1=/ iQX Rollout [W2K8.TST.ROOT] Pol | Name + Version_| Dey tstate | Source |
El (& Computer Configuration iQ-X Web Viewer 2.2 Assigned \\w2k8\installjQ-X Web Viewer for i...
=l (] Policies
= [ ] Software Settings

Apply to:  [This obnect orly

Full control

List contents

Read all properties
\Write all properties
Delete

Read permissions
Modify permissions
Modify owner

All validated writes

A IA Advanced Security Settings for Baa5860f-d763-44b7-a71f-oc3dfd24dbbe
General | Deployment | Upgrades | C | Modfications Secuty | - pemissions | Audiing | Owner | Efectve Pemissions |
Do ? To view or edit details for a permission entry, select the entry and th dajectlml
52 CREATOR OWNER -
2, Authenticated Users Permission entries:
52, SYSTEM —
2, Domain Admins (TST\Domain Admins) [ Type [ Name [ Pemission
42 Domain Computers (TST\Domain Compusters) Moy fushonticoted Users Specal
82, Enterprise Admins (TST\Enterise Adrins) EISN Ao SYSTEM i control
s Allow Domain Admins (TST\Domain Admins)  Full control
Add.. Remove I Allow Domain Computers (TST\Domain Co... Read
o _ i Alow  CREATOROWNER Special
Pemissions for Domain C: Allow Deny Alow  Authenticated Users Special
Full control [m] m] Mlow  SYSTEM Special
Read O Allow Domain Admins (TST\Domain Admins) ~Special
Write [m} O Alow Enterprise Admins (TST\Enterprise A... Special
Special permissions O O Allow ENTERPRISE DOMAIN CONTROL...  Special
Allasar Mo dbmmtinatnd | lnmen Crmmisl
T S, | Ad. | Edt. | Remove |
¥ Include inheritab = from this object’s p
Mono esion et

= Apply these permissions to objects andjor
cortainers withi this containet only

Managi =

oK I

cancel |

3. Wait about 10 - 15 minutes to replicate these settings to other Domain Controllers, if applicable.

4. Reboot a client machine within the OU where the GPO shall be applied in order to verify that the
software deployment is working properly.

5. You may copy the modified “applet.php” file info the iIQ-WEBX installation directory on your server,
e.g. "“C:\Program Files\iQWEB\PACS\php\" in order to skip the default certificate and plug-in

installation wizard.
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